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Abstract in almost all current routing algorithms for mobile ad-hoc
networks. A malicious node may seek to damage or disrupt
normal network operations. Moreover, a misbehaving node
‘may act as a good network citizen for certtime periodor

Restricting network access of routing and packet forward-
ing to well-behaving nodes, and denying access from misbe
h_avmg nodes are critical for the proper functioning of a mo- ;, certainplaces, but then starts to act selfishly or maliciously
bile ad-hoc network where cooperation amatignetwork- in other time or locations.

ing nodes is usually assumed. However, the lack of a network

infrastructure, the dynamics of the network topology and Access control for mobile ad-hoc networks is challenging
node membership, and the potential attacks from inside thefor several reasons. First, unlike a wired or wireless cellular
network by malicious and/or non-cooperative selfish nodesnetwork where access control mechanisms can be deployed
make the conventional network access control mechanismst the access routers or base stations, an ad-hoc network is
not applicable. We presebiRSA a ubiquitous and robust ac- infrastructureless and does not possess a well-defined, clear
cess control solution for mobile ad-hoc networks. URSA im- line of defense. Access control in an ad-hoc environment is a
plements ticket certification services througlultiple-node  distributed problem by its nature. Second, mobile users may
consensusndfully localized instantiationand uses tickets  roam freely in a potentially large network, and they demand
to identify and grant network access to well-behaving nodes.“anytime, anywhere” ubiquitous services. It is desirable that
In URSA, no single node monopolizes the access decisionany services for access control be available at each network-
or is completely trusted, and multiple nodes jointly moni- ing node’s locality, in order to avoid communication over
tor a local node and certify/revoke its ticket. Furthermore, highly unreliable, multihop wireless channels|[24]. Third,
URSA ticket certification services are fully localized into the solution has to handle misbehaviors by selfish and mali-
each node’s neighborhood to ensure service ubiquity and reeious nodes from inside the network. These misbehaving in-
silience. Through analysis, simulations and experiments, wesiders may already possess certain information on the access
show that our design effectively enforces access control incontrol. Finally, the solution has to function with dynamic
the highly dynamic, mobile ad-hoc network. node membership, i.e., nodes join, leave and fail.

In this paper, we propos&RSA a fully localized design
1 Introduction paradigm to provide ubiquitous and robust access control

for mobile ad-hoc networks. The proposed solution takes a
The emerging mobile ad-hoc networking technology seeks toticket-based approach. Each well-behaving node uses a cer-
provide users “anytime” and “anywhere” services in a poten- tified ticket to participate in routing and packet forwarding.
tially large infrastructureless wireless network, based on theNodes without valid tickets are classified as being misbehav-
collaboration among individual network nodes. The growing ing. They will be denied from any network access, even
civilian and military interest in these networks has made thethough they move to other locations. Thus, misbehaving
access control service increasingly important. nodes are “isolated” and their damage to the mobile ad-hoc

) network is confined to their locality.
This paper addresses the problem of access control for a mo-

bile ad-hoc network. Our specific interest is on the access tol he operation of URSA access control emphasimattiple-

the network-layer functionalities of routing and packet for- node consensuandfully localized instantiation Since any
warding. We seek to grant access to well-behaving nodegndividual node is subject to misbehaviors, we do not rely
and deny access from misbehaving nodes. A misbehavingn any single node. Instead, we leverage the nature of coop-
node can be either selfishor a maliciousnode. A self-  erative computing in an ad-hoc network and depend on the
ish node may enjoy network services, e.g., receiving packetsollective behaviors of multiple local nodes. In URSA, mul-
destined for itself, but refuse to route or forward packets for tiple nodes in a local network neighborhood, typically one or
others, therefore invalidating the basic collaboration premisetwo-hop away, collaborate to monitor a node’s behavior and



determine whether it is well-behaving or misbehaving using tion and authentication. Traffic coming from a public port is
certain detection mechanism of their choice. The expiring confined with limited connectivity to the authentication and
ticket of a well-behaving node will be renewed collectively DHCP servers. Full connectivity is granted only after proper
by these local monitoring neighbors, while a misbehaving authentication. NetBar is also adopted in the InSite [19] sys-
node will be denied from ticket renewal or be revoked of its tem. In [38], access control is implemented through the col-
ticket. In this way, the functionality of a conventional ac- laboration of intelligent hubs that are capable of disabling
cess control authority, which is typically centralized, is fully and enabling specific ports and an authentication-enhanced
distributed into each node’s locality. Every node contributes DHCP server, so that only authenticated clients are properly
to the access control system through its local efforts and allconfigured. Although they are effective in restricting access
nodes collectively secure the network. by unauthorized mobile users to a fixed, wired or wireless

network infrastructure, these designs do not apply in the con-

we .also use .SOft states to en.hance the sy_stem T‘?b“St“e?éxt of mobile ad-hoc networks where no reliable network
against potential attacks. The ticket not only is certified, but infrastructure exists. There is no switch, router, gateway, or

also has t‘.) 'be rengwed regularly to preserve 'the bearers googedicated servers where the client traffic converges to be reg-
network citizenship. To further resist conspiracy of attacks ulated or audited. As the network itself is composed of au-

_by Irlnult|]E)Ie rrr]nshbehaw_?g n_ode]:c,, we use solfft s;atesd':jo_ _per'(l)d'tonomous mobile clients, it is subject to impact due to the
ically refresh the certification function itsell. An additiona rootential misbehaviors of any individual entity.

benefit of the soft-state based design is that it handles wel

the issue of dynamic node join and leave. Network firewalls [8] can effectively regulate inbound and

. . . . outbound traffic according to the address/port filtering pat-
The implementation of URSA is based on refined threShOIdterns and other security policies. Remote-access Virtual Pri-

_cryptography aIgorit_hm;, which operations are fully local- vate Network (VPN)[[15] can provide protected connection
|zedr; The can:.munllcatllon proticol_a:]st()) chonf|c?es MEeSSal&or authorized users to access private networks via public,
exchanges within a local network neighbornood. “unauthorized” networks. In the telecommunication cellu-

We demonstrate the effectiveness of URSA through bothlar networks such as GSM, each subscriber is identified by a
simulations and real experiments. We show that URSA pro-SIM smart-card and must be authenticated by its home switch
vides ubiquitous and robust services to restrict network ac-center before the call request is accepted. In all these sys-
cess to well-behaving mobile nodes, while achieving com- tems, there is a clear boundary between service-provisioning
munication efficiency that fits well in the ad-hoc networking infrastructure and the mobile users that access the network
context. The results also reveal that there is a fundamensServices, where the service provider's access policy can be
tal tradeoff between security strength and mobility support. implemented by a variety of techniques such as access con-

Roaming users cannot move too fast in order for the networktrol lists and Capabilities. If such a Supporting infrastructure
monitoring and ticket services to be effective. is not available, e.g., in a mobile ad-hoc network, new mech-

anisms have to be devised for network access control.
The rest of this paper is organized as follows. Sedtjon 2 re-

views and compares with the related work. Sedfipn 3 spec-COCA [4€] and its application in ad-hoc networks[45] pro-

ifies system models including the network model, the local- Pose the deployment of a group of servers for the purpose
ized trust model, and the attack model. Secfibn 4 describe®f certificate management. At a first glance, this approach is
URSA design. Sectiofi5 describes our cryptographic a|go_plausible for access control service too. For example, every
rithms and communication protocols. The performance is Mobile node can be issued a ticket by these servers to partici-
evaluated in Secuqﬂ 6 via our imp|ementation in UNIX sys- pate in netWOfking activities. However, in order to eﬁectively

tems and th@s-2network simulator. We discuss several im- identify and isolate malicious nodes and selfish nodes, these

portant issues in Sectifh 7 and conclude this paper in Sectiortickets have to be periodically renewed or certain ticket revo-
B cation service has to be maintained at these servers. In either

case, heavy communication with these servers is involved,
which may stress the mobile ad-hoc network due to the band-
2 Related Work width limit of the wireless link and the multihop routing fail-
ures caused by node mobility! [4]. We further examine this
Driven by the demand for ubiquitous connectivity of mobile problem through simulations in Sectipn}6.2. This problem is
users and the consequent deployment of public networksexpected to be more severe as the network size increases, be-
a number of network access control systems have been recause the non-localized traffic, introduced by communication
cently developed. In SPINACH [1], users are authenticatedwith one or a few centralized servers, will cause the per-node
through Kerberos-enabled telnet. Based on MAC addressesavailable bandwidth to diminish to zefo |17 26].
SPINACH routers only allow the DHCP traffic, SPINACH o ) _
server traffic and authorized user traffic to go through the A significant amount of effort has been invested in the IEEE

network. NetBar[[29] separates public LANs for configura- 80211 standard family_[23], the dominant technology for



wireless data networks, to protect the network from unautho-3.2  Localized Group Trust Model

rized access. An intruder has to be able to monitor and under- _ . . _ _
stand the IEEE 802.11 physical layer, and transmit according¥he notion of trusF is fundamental n any _secunty design.
to the specific setting. However, necessary hardware that is here are two major trust models in the literature. In the

capable of eavesdropping and injecting packets in an IEEETTP (trusted third party) trust modél [32], a node is trusted if

802.11 network is already available off-the-shelf, e.g., Lu- it is trusted by a central authority. While the implementations

cent Wi-Fi Orinoco PC Cards. At the link layer, IEEE 802.11 of the TTP model feature the efficiency and mgr_wageability

has the option to drop all the packets that are not properIyOf centralized systems, th_ey ;uffer from scalability and ro-

encrypted with WEP (Wired Equivalent Privacy). However, bustness problems if applied in a large ad-hoc netwprk. In

Borisov et al. [8] pointed out that the WEP-based design is '€ PbGP \éveb-of-trust mogel_[zW], a EOdO? ma:)naglj(e_s 'ti OWE

subject to a number of attacks and cannot achieve its claimedust ased on recommen ations. T € drawbac Is that the
goal of access control. More importantly, the WEP-based ac-rust relat|(_)n betweef‘ any_two nodes is not well strgctured

cess control again is for the infrastructure mode where mo-°" wegl-degl_ned. ﬁesmes, it does not handle dynamic node
bile nodes access the network through access points (APSy'€MPersnips wetl.

attached to a backbone distribution system. It does not hanyye define a localizedroup trustmodel for mobile ad-hoc
dle selfish or malicious nodes if applied in the alternative in- networks as the foundation of the URSA design. That is, a
frastructureless (ad-hoc) mode. There are a few recent studngde is trusted if it is trusted by arytrusted nodes. A lo-
ies of secure communication![7] and cooperation stimula- ca|ly trusted node is accepted network-wide, while a locally
tion [35] for mobile ad-hoc networks. However, they assume gjstrusted node is regarded as untrustworthy everywhere in
each node be equipped with either secure side charinel [7] othe network. The trust relation is also soft-state and is de-
tamper-resistant hardwairlel [5], whose availability cannot befined within a certain time period..,.. In this model ) and
guaranteed in general. T..,. are two important parameters, wherecharacterizes
the collective decisions by multiple nodes dhd,.; charac-
terizes the time-evolving nature of trust.

3 System Models

There are two possible options to get The first is to set
In this section, we specify the network model, the trust it as a globally fixed parameter. In this cageacts as a
model, and the attack model for the URSA design. system-wide trust threshold. The second option is takset
as a location-dependent parameter. For instahcaay be
the majority of a node’s neighboring nodes. This second op-
3.1 Network Model tion provides maximum flexibility to fit in specific network

We consider a wireless, mobile, ad-hoc network. Nodes com-0Pologies. However, there is no clear system-wide trust cri-
municate with one another via bandwidth-constrained, error-t€fion. Since the number of neighbors used in the model may

prone, and insecure wireless links. Reliable transmissionv&y and is not knowra priori, it can be exploited by mis-
over multihop wireless paths is not assumed. behaving nodes. Therefore, we choose the first option with

a network-wide fixedk. The specific choice ok is tuned
The network is composed af nodes, and. may be dynam-  according to the network density and desired system robust-
ically changing as nodes join, leave, or fail over time. Be- ness.
sides,n is not constrained; there may be a large number of .
networking nodes. Each node has a unigue, non-zero ID ofn our localized group trust model, trust management and
name. It can be a MAC-layer address or an IP address. Amaintenance are distributed in both spatigl and tempo-
node is capable of discovering its one-hop neighbors by run-al (Tcer:) domains. This property is particularly appropriate
ning some neighborhood discovery protocol. Such protocolsfor & large dynamic ad-hoc wireless network, where central-

are part of most existing ad-hoc routing protocols, thereforeized trust management would be difficult or costly. Besides,
can be reused. a node indeed cares most about the trustworthiness of its im-
mediate neighbors, since it relies on them to connect with the

We also assume that each node is equipped with a localrest of the network.

one-hop monitoring mechanism to detect misbehaving nodes

among its direct neighbors. One of the examples is “watch-

dog” [28] that implements at a promiscuous wireless inter- 3.3  Attack Model

face and monitors the one-hop broadcast wireless channel L . . . .
L . . Our focus in this paper is to deal with potential misbehav-

More sophisticated mechanisms are shown_in [40]. We fur-. . ) o .

ther discuss this issue in Sect{gn 7. Furthermore, we assumér> atthe network layer, whose main functionality is routing

that the network is dense enough, such that a typical node ha"émd packet forwarding. We do not explicitly consider attacks

at leastt one-hop well-behaving neighbors. We will discuss ?ntiglt)r;iral\%?;& €.g., physical-layer jamming and MAC-layer
the issue of insufficient neighbors later in Secfion 4.3.2. '



The attack can be initiated bysingle selfish or malicious 4 URSA Design

node. A selfish node poses threats to nearly all the existingIn this section, we describe URSA design. We first provide

ad-hoc network routing algorithms and protocols where co- i fURSA in Secti 1 andth
operation among all participating nodes is a prerequisite. Wel OVEIVIEW O systemin Sectipn}1.1, and then present

refer to recent publications [28,122] for the discussions on URSAd tickets in SeCtiOE;}tz)' URSA ti.ckeft services are pre-
how to detect such protocol disruptions with bounded reac-S€Nt€ mdS_ecan_I].S, an ootst:applr?g or URSﬁ‘ sydsltem IS
tion time. The attacks by a malicious node can be directegP'€Sented in Sectign 4.4. We analyze how URSA handles po-

towards the wireless link or other well-behaving nodes. Forter]‘ct'"’llh'c"tt"’ml;S n Ser?t|._5. Fme}llyr/] s%ftF-sztZte_ 'i employed
the wireless link, a malicious node can eavesdrop, record[© further enhance the resilience of the ticket services

inject, re-order, and re-send (altered) packets. It may alsgPgainst attacks in Section {1.6.

blast dummy messages in a brute-force form of network-

layer denlal—of—serwce attack.. Most such m|spehaV|ors cang 1  Overview

be detected via local mechanisms of overhearing the broad-

cast channel[28, 40]. Efficient message authentication protodn a mobile ad-hoc network that is protected by URSA, each
cols (e.g., TESLAI[3B]) can be employed to get rid of unau- networking node is required to carry a valid ticket in order
thenticated and out-of-date packets. A malicious node carto participate in network activities. A ticket is considered
also target at other nodes. It may occasionally compromisevalid if it is certified and unexpired. When an existing node
and control one or a few well-behaving nodes through soft-moves to a new location, or a new node joins the network,
ware bugs or system backdoors. it exchanges tickets with its one-hop neighboring nodes to
establish mutual trust relationship. Misbehaving nodes with-
out valid tickets will be denied from all networking activities,
therefore isolated from the mobile ad-hoc network.

Multiple misbehaving nodes may conspire to initiatel-
laborative attacks such as joint accusation against a well-
behaving node. We limit the scope and capability of such
malicious collaborations in our attack model. Specifically, URSA ticket services ensure that ideally only well-behaving
we consider two cases in this paper: nodes receive tickets. The implementation of ticket renewal
and revocation services is fully distributed into each well-
behaving node through dnitialization process during the

e Model I: During the entire lifetime of the network, the bootstrapping phase of the network. For nodes that join or re-

number of collaborative malicious nodes is less than  10in the network, they can be initialized by a certain number
of neighbors in order to serve other nodes for ticket renewal
and revocation. Neighboring nodes also monitor each other
during the normal operations with certain misbehavior detec-
e Model II: The lifetime of the network is divided into tion mechanisms of their choice. When its ticket is about to
time intervals of lengti” each. During any time inter-  expire, a node solicits its neighboring nodes to collectively
val T, there is less thah collaborative malicious nodes. renew its ticket. A neighboring node responds to such re-
guest only if the requesting node is considered as being well-
behaving during the last monitoring period. Furthermore, an
accusation message will be flooded locally once a misbehav-
ing node is detected by any of its neighboring nodes. Misbe-
having nodes, once detected and convicted (to be elaborated
0 Section[ 4.3.8), will not be able to have their tickets re-
newed.

Note that the above attack model is different from models in
the literature of secure routing for mobile ad-hoc networks
in two aspects. First, the related work mainly focuses on
the possible attacks against a bare-bone network that doe
not have any security protection. Attackers are mainly out-

siders of the system, and many of such attacks can be resistegote that URSA ticket services do not issue brand-new tick-
through authentication protocols assuming key managemengts: a node needs a still-valid ticket when it requests ticket
in place [35/ 42, 2, 31, 20, 21]. Our concern is more towardsyenewal from its neighborhood. There are several options to
the insider attacks by selfish or malicious nodes. These nodeggye an initial ticket and admit a new node into the network.
are already in the system and they have limited knowledge ofp new node may obtain its initial ticket from a coalition of
protocol states and security settings. Second, we considegxisting nodes, after its authenticity being verified through
not only attacks by a single node, but also collaborative at-external means (e.g., in-person ID). Alternatively, a new node
tacks by multiple nodes. We limit the capability and scope of can pe “tentatively” admitted to the network and be closely
such attacks, since attackers given unbounded capability cagyonitored during the trial period. Nodes holding such trial
overwhelm any practical system. tickets can forward packets for others but cannot have their
own packets delivered. Finally, a new node can be offered
the option to access the network by paying certain amount
of money to the existing legacy nodes. This financial charge

Finally, mobility also introduces new vulnerability to large
ad-hoc networks. A malicious node may roam from one lo-
cation to another to extend the impact of its attacks.



can effectively discourage a malicious node from frequently oot proadeast @

re-entering the network, and compensate the potential dam- responding unicasts

age to the mobile ad-hoc network due to the admission of

misbehaving nodes. e away
° — e

_— reply
() @
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4.2 Ticket

An URSA ticket serves aspassportfor a networking node.
It provides a simple, yet effective mechanism for controlling
the access from well-behaving and misbehaving nodes.

Figure 2: Localized Ticket Renewal

Carrier's p7ki StartTime ExpireTime Signature
””””””””””” m _ . . .
L. i also monitor each other to detect possible misbehaviors. The
RSASSA-PKCSL-v1 5-SIGN(SK. m) choice of specific detection mechanism is left to individual
nodes.

Figure 1: Ticket Format

A typical URSA tickeff] is shown above in Figuld 1. Itin- 4.3 Ticket Services via Local Collaboration
cludes thelD of the ticket carrier, the ticket carrier's per-
sonalpk;, the StartTime  and ExpirationTime , and
a Signature  on the message digest of the ticket body.
The nodelD can be its IP address, or its MAC address
in the context of an ad-hoc networking environment. The
ticket binds theCarrier's 1D and its personal publickey 4.3.1 Ticket Renewal
pk; that is usually used to establish secure communication
channelsStartTime  andExpirationTime  definethe  Tickets are stamped with expiration time. Nodes have to
ticket validity periodT..,,. The Signature verifies the be issued a new ticket upon the expiration of its old ticket.
message integrity, and is generated using a system RSA séOur goal is to localize this service into each node’s neighbor-
cret key (SK, N} A ticket can be verified by applying hood in order to maximize service availability and resilience
the well-known, system public keyP K, N) on the ticket ~ against potential attacks, while conserving network resources
Signature . and system scalability by localizing the communication traf-
fic. A straightforward approach is to select a local node to re-
No single node in the network has complete information of ey the ticket when it is about to expire. However, it suffers

the exponentS K of the system secret kg5 K, N) thatis  from single point of failure or compromise, and inaccuracy
used to sign tickets. Instead, each node wittwilholds @ of single-node detection mechanisms.

shareP,, as partial information of K. This share is used to
sign the partial tickets, as we elaborate in Sedfion #.3.1.  Our solution relies on a group éfwell-behaving, neighbor-

_ ) ) ) _ ing nodes, and works as follows (shown in Figufe 2). When
Tickets identifywell-behavingnodes. When a mobile node  the ticket of a nodey; is about to expire, it sends a ticket
moves to a new |0cati0n, it eXChangeS tickets with its new renewal request to |ts One_hop neighbors_ Upon receiving
neigthI‘S, as the first Step to CrOSS'Verify each other. Af'such a ticket renewal request, a neighboring n@dehecks
ter receiving the ticket from its neighbor, the node verifies jts records, generated by its chosen neighborhood monitoring
the ticket signature with the system public KéyK, N) and  mechanism during the latest monitoring period of e, ,.
uses a standard challenge/response protocol gonfirm thehe monitoring period’,,.,, is typically about the same or-
ticket holder’s knowledge of its personal secret kéy, cor-  der of magnitude of the average time that a node remains
responding to the advertised public key;. After these pro-  ithin the one-hop communication range. returns a “par-
cedures, certified neighboring nodes help each other in routtja|” ticket only if its record shows that; is well-behaving.
ing and forwarding packets, while nodes without valid tickets after collectingk partial tickets in a certain timeout, nodg
are treated as misbehaving nodes and are denied from partiGombines them together and constructs a renewed, complete
ipating in any network-layer activities. Neighboring nodes ticket. The timeout value is set to allowneighbors to pro-

TFor simolici . . .. cess and transmit partial tickets. It can be the sum of the
or simplicity we do not consider multi-level access control, in which . . . .
nodes may be granted different capabilities in the network system. processing delay and transmission timekgpartial tickets,
2Note that the RSA secret key is also denotedds : (d,n) and the plus the estimate of the channel access time.

public key denoted a® K : (e, n) in the literature. We us€ K and PK ]
to represent the exponents of RSA keys in this paper. In the above ticket-renewal procedure, as longiasell-

URSA ticket services include ticket renewal and ticket revo-
cation. In this section, we describe their localized implemen-
tation and the impact of mobility on URSA design.




behaving nodes respond, the ticket renewal service is availimonitoring period of at least,,,,,. UsuallyT,.,; is set to
able. The service is resilient to the attacks from malicious be greater thaff;,,,,, to allow certain time margin for mobile
nodes, as improper partial tickets will be dropped. On thenodes. That is, a mobile node can move during the first pe-
other hand, the misbehaving node who sends out improperiod of T...,.; — Ton, but still has enough time to establish
partial tickets will be detected by the node requesting ticketits records in its new neighborhood, even if none of its new
renewal, and will be denied of its own ticket renewal. neighbors has the knowledge of its past behaviors. However,
a misbehaving node can take advantage offthe, > T},0n

A valid ticket represents the collective trust of a coalition setting and launch an “intermittent moving attack”. It can

of k nodes. This realizes the localized group trust model misbehave initially for an interval oF,c.; — Tyon. If it is

presen;ed in Sectidn 3.2. Nodes without a valid_tickef[ will detected, the misbehaving node can simply move to a new
be denied network access anywhere, thus effectively 'S°|at1ocation and behave well during the rest of the pefigg

: “ H ” H H - 1 n-.

INg ‘roaming _m|sbehavmg nodes. Becquse the't|cket "€ This way, it is still able to establish good records and re-

newal service is localized to each networking node’s Or‘e'hOpnew its ticket in the new location. The misbehaving node can

neighborhood, we realize service ubiquity for mobile nodes repeat the above sequence and attack the network intermit-
and eliminate any single-point of failures in the system. tently.

Fromh the da;[(a comrr?umca'qor_]s Fl)erzp_ect?]/e, _bicause Onl?‘rhe above discussion indicates that, if we want to defend
one-hop packet exchange Is involved In the ticket renewalyq5ingt intermittent moving attacks, we have to constrain

Service, the abov&)cahzeq mechanism improves r_10t only well-behaving node’s mobility. The more we relax the mo-
efficiency and load-balancing, but also robustness in the presbi"ty constraint, i.e., allowing a 10ngeF..,; — Ton, the

ence of wireless channel error and node mobility-induced
routing failure. Our implementation does not rely on the per-
formance of the underlying transport or routing protocols.
More importantly, the localized scheme complies with the
scalability requirement, in term of per-node available band-
width in an ad-hoc network. The analysisin[26] shows that
for an ad-hoc network to scale, its traffic pattern should be4.3.3 Ticket Revocation

localized and must not traverse long hops in the network. , L ) ,

Conventional approaches that involve non-localized traffic In order to f|ght against mtgrmntent moving attacks, we pro-
patterns, e.g., communications with one or a few centralizedP©S¢ URSA ticket revocation. The records that a noge

certification servers, will cause the available per-node bang-Maintains c_on5|s_t of tW_O parts. One is its dlrect_mon_ltonng
width to diminish in the order 0O(—L) as the number of records on its neighboring nodes, and the other is a ticket re-
networking nodes, increase<T17] v vocation list (TRL). Each entry of the TRL is composed of a

node ID and a list of the node’s accusation from others. If a
node’s accusation list contains less thaaccusers, the node
4.3.2 Mobility Impact is marked as “suspect”. Otherwise, the node is determined by
- ) ) v; to be misbehaving and marked as “convicted”. We choose
Node mobility brings both good and bad news into the ac- ihe threshold that convicts a node/ato ensure that a well-

cess control system. On one hand, mobility can bring ben-penaying node is not convicted by malicious accusations.
efits. The above ticket renewal solution assumes that each

node has at leagt neighbors. However, if a node is located A node is marked “convicted” in two scenarios. One is when
in a sparse neighborhood, it may not be able to fimeigh- nodev; determines by direct monitoring that one of its neigh-
bors. In this case, node mobility helps in two ways. First, the boring nodes is mishehaving,; puts the node into its TRL
node which requests ticket service can simply move aroundand directly marks the node “convicted”. At the same time
to “accumulate”: partial tickets. Second, the node may an- v; also floods a signed accusation. The range of the flooding
ticipate other nodes to move into the neighborhood within is studied below. The other scenario is wherreceives an

the immediate future. In both cases, Node mobility becomesaccusation against another node. It firstly checks whether the
a blessing instead of a curse. We evaluate this property byaccuser is a convicted node in its TRL. If it is, the accusa-
simulation in Sectioh 6.211. tion is determined to be malicious and dropped. If not, node

N _ v; updates its TRL entry of the accused node by adding the
On the other hand, mobility may also empower the misbe- 5ccyser into the node’s accuser list. The accused node will

having nodes with new attacks that do not exist in a station-e marked “convicted” if the number of accusers readhes

ary system. In the ticket renewal process, a nogserves Besidesy; removes the newly convicted node from all other

the ticket renewal request from another nadenly if v;'s  5ccuser lists. If the length of any of those accuser lists drops
monitoring records demonstrate that the requesting node gy v; re-marks the corresponding node to “suspect”.
is well-behaving. Suppose the ticket validity period’is, .,

and nodev,’s misbehavior detection mechanism requires a The range of the accusation propagation is an important de-

worse the intermittent moving attack can be. The localized
ticket renewal by itself cannot completely eliminate the in-
termittent roaming attack. We present the ticket revocation
service to deal with such attacks in the next section.



sign parameter. A large range causes excessive communicareighboring nodes. Repeating this procedure that is analo-
tion overhead, while a small range may not be enough to iso-gous to a diffusion wave, the network progressively “self-
late a mobile misbehaving node. The accusations should bénitializes” itself. A node only needs to contact its neighbors
propagated in a range so that before its current ticket expiresin its locality in order to obtain its share of the system key
the misbehaving node cannot move out of the area where itisSK. Each of its neighbors returns a “partial” shareSdt .
convicted by the accusations. One practical scheme for conBy collecting . such partial shares and combining them to-
trolled flooding is by setting th?FT[E]field inthe IP headers  gether, the node is initialized with its complete sharé& &f.

of the accusation packets. One way to’B&tL is based on  This procedure of self-initialization is similar to ticket re-
the ticket validity periodZ.,:, the maximum one-hop wire- newal as shown in Figufe 2, thus exhibiting the same features
less transmission range, and the maximum node moving of efficiency and robustness. It also applies when a well-
speedS,,..... In a uniformly distributed network, to ensure a tested, well-behaving node needs to obtain its shargrof
misbehaving node cannot escape the area of accusation bén order to participate in URSA ticket services.

fore the expiration of its current ticket, thel' L should be

set at least: L

Toors - Qsmaw“ 4.5 Resisting Attacks

TTL >
> |

The URSA ticket services can resist various attacks. In gen-
eral, attacks can be categorized as single node attack and con-
If the TT L of the accusation messages is setitdhe nodes  spired attack by multiple attackers.

whose accusations arrive@dtmust be at most: hops away.
Thereforev;'s TRL contains nodes at most+ 1 hops away.
To further decrease the TRL complexity, holds each TRL
entry forT,.,; only so that it will not serve a convicted node

A single misbehaving node may falsely accuse other well-
behaving nodes. However, false accusations can only place
a well-behaving node in TRL tentatively as a suspect, but
that carries still-valid ticket.v; removes an entry from its cannot convict a well-behaving node. The false accusation

TRL T...; after the entry’s last update. The reason is that Will 8/S0 be pruned from the TRL aftéf..,,. Conventional
after a period ofT..,.;, a convicted node should have its ticket approaches that rely on single node’s decision are vulnerable

expired, and thus be cut off from the network. to such attacks.

With both ticket renewal and revocation services in place, a
roaming attacker will be promptly revoked of its valid ticket
and isolated from the network. The intermittent attack can
also be defeated, as discussed above.

In our design, TRL is constrained both spatially and tem-
porally. It is built and maintainedn-demand and stored

locally. These features again comply with the scalability re-
quirement and work well with the ad-hoc networking char-

acteristics. For other attacks on the routing and forwarding functionality,
we rely on the local monitoring mechanisms implemented at
each node for detection. Once the alarm on a misbehaving
node is raised, URSA ticket services isolate the misbehaving
During the bootstrapping phase of the network, an author-nodes immediately. Local cooperation among multiple nodes
ity has to send each node, which has anviDprivately its also helps to reduce the inaccuracy of individual node’s de-
share of the exponestK’ of the ticket-signing keySK, N). tection. For a simple analysis, interested readers are referred
We denote this process the “initialization” of these network- to [40].

ing nodes. A large ad-hoc wireless network may contain
hundreds or even thousands of networking nodes. Relyin
on the authority for the initialization, as most early work
[16, (13,39, 12 14, 11] does, is not scalable and may not
be feasible. Moreover, new nodes may join anytime after the
bootstrapping phase, how to initialize these nodes poses a
additional challenge.

4.4 Self-organized Bootstrapping

The design can also handle, to a certain extent, the conspired
%itacks from multiple attackers. One type of such attacks
is false accusation against other well-behaving nodes. An
URSA protected network can resist false accusations from
up tok — 1 attackers during an intervdl..,;. This is again
Qchieved by the local collaboration amohgood nodes and
the soft-state entry in the TRL. The URSA design also limits
We address above issues by a self-organized initializationthe chance for potential collaboration among attackers. For
mechanism called “self-initialization”. In the scheme, the example, attackers may exploit the TRL to find potential at-
authority is only responsible to initialize the very filstor ~ tack partners. But its success chance is limited by several
slightly more nodes (our simulations us2k), selected out  factors. Each accusation is only flooded locally but not glob-
of a two-hop local neighborhood. After that, the initialized ally, and each entry is purged afté,,.. Once a period of

nodes collaboratively initialize other nodes, typically their e+ €lapses, an attacker cannot receive any packet forward-
ing services and it is hard for the node to find other attackers

3TTL is defined as “time to live”: the maximal number of hops that a without accessing the network. The only possibility foor
packet can traverse in the network.




more attackers to collaborate is that they find out each otherS K distribution. There are mainly two secret sharing mech-
in T, and within a network proximity (i.e., the flooding anisms in the literature: polynomial secret sharind [36] and
scope of Section 4.2.3). If we set a sm@l.,. and con-  additive secret sharing [13]. Applications of additive secret
sequently a small accusation propagation range, the succesharing in multi-signature have appeared_in [39/13, 14]. We
chance for attackers to discover each other will be negligible.take the polynomial secret sharing mechanism due to its abil-

. ity to handle dynamic grouping.
There are some attacks that the current system cannot reS|st.y 4 grouping

In a sparse network neighborhood, an attacker can isolat&’he challenge of applying polynomial secret sharing in the
well-behaving nodes. Besidels,or more conspired attack- context of mobile ad-hoc network is as follows. In polyno-
ers can successfully accuse good nodes. We can reduce thmial secret sharingk polynomial shares can be converted
renewal threshold.,; to make such a scenario unrealistic, into k additive shares by the technique of Lagrange interpo-
but at the cost of more frequent ticket renewals. lation. These additive shares are then applied in the RSA
multi-signature algorithms [11]. Led, a product of two
large random primed’ = pq, denote the RSA modulo of the
4.6 Soft States to Improve Robustness signing key(SK, N). The polynomial shares and the corre-
sponding additive shares are usually calculated over the ring
Zy(ny Of ZA(N)E} However, the release of eithef N) or
P\(IV) makes the factorization of the RSA modulbtrivial.

In order to strengthen the security of the distributed ticket-
signing key(SK, N), we further apply soft states in the pe-

riodical refreshing of each node’s secret share. The goa h luti h dinl 2 b
is to defeat long-term attacks by malicious nodes, where TNe solutions that are presented[inl[12,[11, 37] cannot be ap-

they can accumulaté or more victim nodes and their se- plied in the context of an ad-hoc network due to its dynamic
cret shares. The challenge here is to come up with a scal"°de membership and large node ID pool.

able and Communication'eﬁicient Solution that WOI‘kS We" in In Order to address the Sca|abi|ity issue to adopt the p0|yno_
the ad-hoc network Setting. Eal‘ly SO|uti0nS, which Usua”y mial secret Sharing in d|Str|but|n@K among the network-
assume globally accessible broadcast channel and authenting nodes, we modify the multi-signature algorithms with
cated broadcast channgl [6], are not applicable in this con-gyr k-hounded coalition offsetting technique. In our algo-

text. rithms, nodev;’s polynomial shareP,, and its additive share

The approach we take is a simple sequential process base’aK“w in term of a specific coalition, are defined over the

on self-initialization (see Sectidn 4.4). First, a coalition of N9 £, instead ofZyy) or Zy(y). After the initializa-

. : g tion of the network (see Sectign 5.11.2), each node with its
k nodes update their shares by applying the existing proto-
P y abpying gp # 0 holds a polynomial shar®,, = f(v;) mod N,

cols as proposed in [18]. Then, the neighbors of such nodeéDh Vi 1'e forml
update their secret shares. This process repeats until all netY eref(:c) =SK+ fiz+---+ fr12"7" Is a uniformly
working nodes refresh their secret shares of the exponent ofiStributed random polynomial.

the ticket signing key. We scratch the algorithms in Section |n order to renew its ticket, node; first broadcasts its re-

[5.1.2 and leave the details in a technical regort [27]. quest among a coalitioB of & neighboring nodes. Without
loss of generality, let the coalition & = {vy,va, - -, vy}
) A neighboring nodev; € B that receives the request
5 Implementation and decides to serve the request will return a partial ticket

In this section, we present our algorithms and protocols thatTICKET”J’ by applying its polynomial shares on the ticket

implement the localized ticket certification services and the with new expiration time:

self-initialization of the mobile ad-hoc network. We mod- . mod

ify existing threshold cryptography to fit in mobile ad-hoc ~ TICKET,, = (ticket) s @ MO moq v
networks. In particular, we propose a technique nared

bounded coalition offsettinfpr the multi-signature genera- wherel,, (0) = H’::l y —— mod N.

tion to scale up with the dynamic network sizeWe imple- ’ Y

ment our communication protocols irs-2[30] simulator to ~ Upon  receiving k& such partial tickets
evaluate the communication performance. {Ir'iCKET,,, TICKET,,, ---,TICKET,}, node

v; combines them together using multiplication to generate
] _ a “candidate ticketTIC K ET":
5.1 Cryptographic Implementation

k
5.1.1 Ticket Renewal T]CKET’:HTICKETUT mod N

Distributed ticket renewal consists of two parts: thetribu- =t

tion mechanism of the expone¥K’ of the ticket signing key
and themulti-signature generation mechanidmased on the

4¢(N) denotes Euler Tortient number andN) denotes Carmichael
number.



Note that: 5.2 Protocol Implementation

We implement the communication protocolsns-2 The
ticket renewal involves one-hop wireless communications
between the node that requests the service and its neighbors.
. The request message is locally broadcast, and its neighbors
= (tiCket)ZTzl(PUTlur(o) modw) _ (ticket)" N &8pond with unicast replies. To reduce potential collisions
= TICKET - (ticket)" mod N in the reply messages, each neighboring node implements a
simple backoff mechanism. The node generates a random
backoff value in the range db, m], measured in the time

k
TICKET' = [[TICKET,,

r=1

wheret is an integer bounded by 0 < t < k. unit At that includes the transmission time of a reply mes-
Finally nodev; employs thek-bounded coalition offsetting ~S@g€ and propagation delay: is the number of its neigh-
to recover its new ticket ICK ET. bors. This way, the reply messages are spread out to avoid

collisions. The node does not send explicit acknowledgment
back to the reply message; the current IEEE 802.11 MAC
already has it.
Inputs: TICKET': the candidate ticket
ticket: statement of the ticket, to be signed
Output: TICKET: ticket

A node may not receive enough replies for several reasons.
For example, the node may not have sufficient number of
neighbors, or the replies are lost due to collisions or corrup-

1. Z:= (ticket)~N mod N tions. To handle such cases, each node initiates its ticket
20 r:=0Y :=TICKET renewal request starting d@t.,; — 374.;. The node accu-

3: while r < k do mulates all the valid reply messages during this triple time
4: Y:=Y-ZmodN,r:=r+1 interval until its ticket expires. If the node does not receive
5 if (ticket =YX mod N) then enough replies during the initial57;.;, it roams to another

6: breakwhile area in anticipation of more neighbors.

& end if The current misbehavior detection algorithm is mainly
8: end while through overhearing the channel during the detection period
9. output Y =TICKET

Taet- A potential drawback is that it may consume much en-
ergy. A simple fix to this problem is vistatistical sampling

Each node randomly samples the behavior of its neighboring
node and sleeps during other time. Because the random sam-
ple pattern is not known to other nodes, malicious neighbors
cannot avoid being sampled through the scheduled attacks.

If we denote an RSA signing or verification as a unit com-
putation, the computation complexity for each participating
node isO(1). For the node that requests the ticket renewal,
the computation complexity i©(k), independent of the net-

work sizen. The communication consists of one broadcast

andk unicasts, as illustrated in Figyrg 2. 6 Performance Evaluation

6.1 Computation Cost

5.1.2  Self-initialization and Share Update Our cryptographic implementation on UNIX is written in C
After initializing the first k nodes with their polynomial ~&nd currently consists of about 10,000 lines of code. Itimple-
shares, the trusted authority destrgys) and quits. The ini- ~ Ments cryptographic building blocks for ticket services, self-

tialized nodes then collaboratively initialize their neighbor- initialization, and secret share update services, along with
ing nodes. Each node returns a “partial” share to the requestother supporting modules.

ing node. By collecting: such partial shares and combin- \ve se RSASSA-PSS signature schemé [34] to certify
ing them together, the node is initialized with its valid share.  rga tickets. We set the public exponesﬂias 65537 in
Furthermore, we update the secret shares using our selfy measuremerﬂ;Table{]L[P an(ﬂ3 compare the computa-
initialization mechanism in order to achieve scalability and 4 costs of our ticket services with the standard RSA oper-
efficiency. A coalition ofk nodes first updates their shares aiqns on three popular platforms with different computation
by applying the existing protocols as proposed_in [18]. The power: (1) a Compagq iPAQ3670 Pocket PC with 206MHz In-
self-initialization protocols then follow to update the shares g StrongARM CPU, 16M flash ROM, and 64M RAM, (2) a

of the rest of the network. This mechanism strengthens th‘?aptop with 300MHz Pentium Il CPU and 256M RAM. and
robustness of our system against model Il conspired attack, '

as defined in_SeCti"?" Det_a”ed algorithms and security s oy public exponent < 216 is valid for RSA signature schemes but
proof are available in the technical reporti[27]. not encryption schemes|[9].




key RSA-PK | RSA-SK | URSA-PTC | URSA-Combine k iPAQ3670, ARM 206MHz Laptop, PIIl 850MHz

(bit) (sec) (sec) (sec) (sec) URSA-PTC URSA-Combine URSA-PTC | URSA-Combine
1024 0.01 0.15 0.29 0.39 2 0.290 0.397 0.059 0.063
1280 0.01 0.26 0.50 0.57 3 0.291 0.391 0.057 0.062
1536 0.01 0.41 0.79 0.88 5 0.293 0.394 0.057 0.062
1792 0.01 0.61 1.18 1.29 7 0.291 0.393 0.056 0.062
2048 0.01 0.85 1.71 1.79 10 0.292 0.392 0.058 0.061
20 0.291 0.393 0.059 0.060
Table 1: RSA and URSA ticket certificationk(= 5, Pocket PC 30 ]| 0291 0.396 0.056 0.063

IPAQ3670, StrongARM 206MHz CPU) Table 4: URSA ticket service performance vsk (Average

key || RSA-PK | RSASK | URSA-PTC | URSA-Combine value on 10 runs, RSA key length 1024bit, time unit: second)
(bit) (sec) (sec) (sec) (sec)
1024 0.01 0.07 0.16 0.18 key iPAQ3670,ARM 206MHz || Laptop, PIIl 850MHz
1280 0.01 0.13 0.27 0.31 (bit) URSA-PSS URSA-Sum URSA-PSS | URSA-Sum
1536 0.01 0.21 0.46 0.51 1024 0.09 0.10 0.01 0.01
1792 0.01 0.31 0.67 0.74 1280 0.10 0.11 0.01 0.01
2048 0.01 0.44 1.01 1.08 1536 0.10 0.11 0.01 0.01
2048 0.10 0.11 0.01 0.01

Table 2: RSA and URSA ticket certificationk(= 5, Laptop, _ o )
Pentiumil 300MHz CPU) Table 5: URSA self-initialization performancek(= 5, time

unit: second)

key RSA-PK | RSA-SK | URSA-PTC | URSA-Combine

(bit) (sec) (sec) (sec) (sec)

1024 0.01 0.02 0.05 0.06 . . i

1280 0.01 0.04 0.10 0.11 ues of the coalition sizé. We find that parameter does

1536 0.01 0.08 0.15 0.18 i~ ifi f

1792 0.0l 011 0.4 026 not gffgct the system perfor_mance significantly pgcause 0]

2048 | 0.01 0.16 0.36 0.38 partial tickets are computed in parallel by the coalition mem-
. o bers; and (ii) incremental of valuke does not significantly

Table 3:RSA and URSA ticket certification performande£ increase the overhead in combinibgartial tickets.

5, Laptop, Pentiumlil 850MHz CPU)

The operations used in self-initialization and share update,
i.e., multiplicative inverse and Lagrange interpolation, are
relatively inexpensive to compute compared with URSA
multi-signature generation. As shown in Taple 5, process-
ing latency incurred by self-initialization is not significantly
affected by key length, and is much smaller than that of RSA
and URSA ticket certification.

(3) a laptop with 850MHz Pentium Il CPU and 256M RAM.
All processing latency is measured at the granularity of 0.01
second.key denotes ticket-signing RSA key length in bits;
RSA-PK denotes standard RSA's PK-verificatidRSA-SK
denotes standard RSA's SK-signhatutlRSA-PTC denotes
partial ticket computation, that is, using secret shares to sign

tickets; URSA-Combine denotes the delay caused by com- 6.2 Communication Performance

bining k£ partial tickets;URSA-PSS denotes partial secret

share computation, i.e., Lagrange interpolatidRSA-Sum We use simulations to evaluate the performance of URSA

denotes obtaining a secret share by summing together all paidesign in terms of the communication cost. We implement
tial secret shares. all URSA communication protocols on the application layer

_ _ ~in the network simulatons-2[30]. A UDP-like transport
Our measurements show that computation power is a Crltlcahgent is developed for delivery of actual application data
factor that affects the performance. The Pentium Il laptop ynits (ADUs) and one-hop IP broadcast.

performs well in all test cases, while the Pocket PC consumes

more time. However, in terms of the most heavy computationYVe experiment with networks of sizes ranging from 50 to
URSA-Combine, our Pocket PC takes less than 0.4 second100 nodes. The average node moving speed varies from
when the RSA key length is set to 1K bits, and less than 1.81 t0 15 m/sec and the routing protocol is DSRI[24]. We
seconds when 2K RSA key length is applied. If IEEE 802.11 Use an improved mobility model [41] based on the random
wireless interface is adopted with around 200 meter single-Way-point model ims-2distribution to emulate node mobil-
hop transmission range, this delay is acceptable even for Aty patterns, which guarantee the convergence of the average
mobile node moving at freeway speed, i.e., around 20 m/secmoving speed within the 1200 seconds of the total simula-
We also observe from these tables that the standard RSA siglion time. Among those pairs ¢fin, smaz ]| values given
nature scheme is considerably faster. The reason is that ' [41] that converge, we choose the maximum range, i.e.,
major optimization technique using the two prime factors of Smaz — Smin, SO that it allows more randomness in speed
the RSA key is applied [34]. However, the URSA signature setting. We set the expiration time of tickets at 300 seconds,
scheme still achieves comparable delay performance withou© that the first round of ticket renewal happens after about
such optimization.

) ) 85min andsmaz denote the minimum and the maximum node moving
In Tablg[4 we measure the computation cost for different val- speeds respectively.
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300 seconds to give enough time for the node mobility pat-work is served by one centralized authority (CA) server or
tern to stabilize. The coalition size is setfas- 5, based on  multiple distributed CA servers. In the one CA case, the CA
typical node density of mobile ad-hoc networks. server is placed statically in the middle of the network topol-
. . ogy and renews tickets for all the networking nodes. In the
We use the.followmg metncs.to evaluate the performamce:distributed CA case, four mobile CA servers are deployed in
S_uccess rationeasures the ratio of the number of successfuly, . network, following the same mobility model. In the lat-
ticket renewals performed by all nodes, over the total numberter scenario, a client node selects the servers in a round-robin
of renewals that should take place during the simulation t'mefashlon since we do not assume an on-line location service.
(4 per node) Average number of retriemeasures the number
of retries before a node successfully receives the ticket serComparing the low wireless channel error scenarios (Fig-
vice. Average delayneasures the average latency to success-ureq §,4.,b) with high wireless channel error scenarios (Fig-
fully renew a ticket. FinallyNormalized overheatheasures  ures[&,][,B), the performance of both single CA server and
the aggregate, over all nodes of the topology, communicationdistributed CA servers significantly degrades as the wireless
overhead over the success ratio. It includes the total amounthannel error rate increases. In contrast, due to the localized
of traffic (in bytes) due to packets transmitted as part of thecommunication pattern, our ticket renewal service performs
communication protocol that provides the localized ticket re- almost the same with respect to all three measurement met-
newal service. We normalize the overhead in order to com-rics, as channel error rate increases from 1% to 10%.
pensate for the fact that a node which fails in ticket renewal
will be isolated and not able to issue ticket renewal requests
for the remaining time of the simulation.

Jrigures[3 and]6 show that the centralized solutions have
lower success ratio than our localized ticket renewal, which
is almost 100%. As the node speed increases from 1 m/sec
to 15 m/sec, we observe that the success ratio almost remains
unchanged for URSA at speeds above 5 m/sec. Higher mo-
bility speed increases the likelihood that a node locétes

We f'r|5t examine the perfolim?r;%e of (t))g:r |OC3|IZ€th\I/Cket rg- neighboring nodes for ticket services. This effect offsets the
newal service in a network o mobile nodes. We stu performance impact of routing dynamics under high mobil-

the scenarios of low (1%) and high (10%) wireless channelIt
error rates and the average node moving speed ranging from”’
1 to 15 m/sec. We compare with the cases in which the netFigured 4, and Figur¢g$,8 further demonstrate our service

6.2.1 Ticket services
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availability in terms of the average number of retries and av- the results of Figurie 12, for the centralized CA cases of 1 and
erage delay, respectively. The average number of retries de4 servers. On the contrary, communication overhead of our
creases and the average delay of our ticket renewal remainbcalized ticket renewal service slightly decreases, since it
nearly constant as the node mobility speed increases. Fobecomes more likely for the requesting node to fimkigh-
comparison, we show the average number of retries and avbors that will renew its ticket.

erage delay of the ticket renewal that are implemented by a .
single centralized CA server and four CA servers. They both Moreover, as the channel error increases to 10%, as shown

incur much higher average number of retries, and average de'" Figure[13, the normalized communication overhead of the

lays under both channel error rates tend to grow as the nogdocalized ticket service becomes even lower than that of the
mobility speed increases centralized approaches. Because only localized communica-

tion is involved, our ticket service results in fewer attempts

An interesting observation from the above comparison is thatfor a successful renewal (shown in Figjre 7), and conse-
the centralized approach with the single static CA serverquently less communication overhead. This explains the gap
outperforms that of the multiple mobile CA servers. This in the results of the localized proposal and the centralized
shows the undesirable effect of mobility in the centralized approaches in Figure [L3. As a concluding remark, from Fig-
approaches. However, it is worth noting that placing a serverures[12 anfl 13, we note that communication overhead of our
optimally in a mobile network would be difficult as the cen- localized ticket renewal service remains constant as mobility
troid of the network moves over time. or channel error increases.

6.2.2 Scalability and Communication Overhead 6.2.3 Resilience to Attacks

In Figured 9[ID, and 11, we show the success ratio, averagén order to demonstrate resilience in the presence of attack-
delay and normalized overhead, respectively, as the networlers, we place a simple “DoS” attacker in the simulation sce-
size increases from 50 to 100 nodes. The average movingario. The attacking node continuously blasts CBR traffic
speed is set to 3 m/sec in all scenarios. The localized tickebf 1.2Mbps over the wireless channel with 2Mbps raw band-
renewal service exhibits both higher success ratio and lowewidth. In the case of the centralized approaches, it is placed
average delay than the centralized approaches. In these fign the vicinity of the CA server within one hop, while in
ures we also show the case of four CA servers being staticsimulating our localized ticket services it freely roams as the
and optimally placed in the square topology (“Centr. CA - 4 other legitimate nodes do. The average moving speed is set
serv.”), which clearly outperforms both the single server andto 5 m/sec.

the multiple mobile servers (“Centr. CA - 4 m-serv.”) ap- _. . .
proaches. However, even though the multiple static serveréz'gur@ plots the success ratio as the network size increases

have a success ratio comparable to our localized approacH(,ro'.ﬁn 50 to 119 nod(_es. It is obvious .from f[he figu_re that,
their delay is considerably higher. while our localized ticket approach still achieves high suc-

cess ratio close to 100%, the centralized CA approach has a
The normalized communication overhead for the localized sharp decrease in its success ratio as the network size grows
ticket service is higher than that of the centralized CA ap- beyond 80 nodes. This is due to the fact that, more net-
proaches, as shown in Figdre] 11, at the relatively low mov-working nodes result in higher aggregate ticket renewal traf-
ing speed of 3m/sec. This is due to the fact that for everyfic. Together with the attack traffic the total offered traffic
ticket renewal request, unicast partial tickets have to be sent volume goes beyond the threshold that the underlying IEEE
back to the requester, in order for the latter to reconstruct the802.11 MAC can coordinate in the vicinity of centralized CA
complete ticket. There is a fundamental trade-off betweenservers. From Figufe 15 we can also see how the overhead of
communication overhead and resilience of the ticket renewalboth approaches grows as the number of nodes in the network
service against attacks, and design paramet&n be used increases. The aggregate overhead of the localized ticket ser-
to tune the system towards either communication efficiencyvice increases linearly with the network size, while the cen-
or service resilience. tralized approach has super-linear growth: it is almost dou-

. . bled as the network size increases from 90 to 110 nodes.
However, the normalized communication overhead becomes

comparable for the localized ticket renewal solution and the
CA approaches, at higher mobility speeds (see Figufe 12)6.2.4 Self-initialization and share update

At high moving speeds, it is much more difficult for the cen- h ; ¢ self-initializati d the sh
tralized CA server to establish communication with the mo- ' '€ Pérformance of se -Initialization process and the share

bile clients. Consequently, more attempts are needed in ordeYIpdate is studied in this section. Figfiré 16 presents the aver-

for the CA server to update the tickets and successfully sendf9e Iatency.for each node in the self-initialization process. In
them back to the clients, which contributes to higher commu—eaCh experiment that lasts for 900 seconds, we assume that

nication overhead. This fact is also denoted by the “jump” in the first2k nodes of the topology are initialized by a dealer,

12
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Normalized Overhead - DoS Attack matches its own movement and the corresponding changes

250406 : : : : in its own routing table against a trained classifier to detect
Localized Ticket Renewal —— anomaly. Kyasanur et al__[25] devised a mechanism to pro-
2406 . tect the IEEE 802.11 MAC contention backoff algorithm. A

receiver measures the sender’s backoff period between RTS
attempts. At the same time, other nodes within the transmis-
sion range observe the behaviors of both the sender and the
e receiver to identify potential misbehaviors. Hu et al. studied
— the defense against misbehaviors on proactive DSDV and on-
demand DSR routing protocols in [20,/21]. Per-hop hashing
0 . . . . I is applied so that corrupted routing messages can be immedi-
50 60 0 80 % 100 110 ately detected. Similar idea is adoptedlini[42] where digital
# o Nodes signature is used.

1.5e+06

bytes
\

1e+06 A 4

500000 F

Figure 15: Normalized overhead vs. # of nodes with 1 attacker. Due to the diversity of potential misbehaviors and the di-
Avg. mobility speed 5 m/sec versity of the detection techniques, we do not advocate any
specific local detection algorithm. The detection algorithm
serves as a plug-in component; a better local detection algo-
and other nodes are initialized through self-initialization. rithm can be readily inserted and work with URSA. Note that
From Figure[Ip we see that the self-initialization design an autonomous node has enough incentive to pay the cost to
scales well to network size and node mobility; even for the monitor its neighbors, since it relies on their proper collabo-
largest topology of 100 nodes and node speed at 20 m/sedation to relay packets to and from the rest of the network.

all nodes manage to be initialized in less than 500 seconds. .
In fact, our collaborative consensus can also help to reduce

In Figureg I an{l 18, we present the progress of the secrethe detection inaccuracy. For example, if the false positive
share update in network topologies with 50 and 100 nodes probability (i.e., the case when a well-behaving node is de-
respectively, and for three speeds (3, 10 and 15 m/sec, cortected as misbehaving) of nodés P, where0 < P, < 1,
responding to low, medium and high mobility). For the case then it is easy to see that the misdetection probability by
of 50 nodes, it takes almost 50 seconds for the first 20% ofk collaborative nodes reduces to Bé_, ;. On the other

the network to update. However, as more and more nodesand, the false negative probability (i.e., the case when a mis-
receive their shares, the convergence is accelerated: 80% dfehaving node is undetected) slightly increases but is com-
the network is initialized in another 50 seconds. We also noteparatively the same, since the joint detection probability is
that the evolution of the algorithm is similar at all mobility roughly1 — I1*_, (1 — P}) ~ Zle P, when each node’s
speeds; this shows that our design is robust to mobility. Infalse negative detection probabilify is smaffl This simple

the scenario of 100 nodes, the curves are shifted to the rightanalysis shows that our collaborative design can alleviate the
since the network is larger and it takes more time for the “ini- effect of misdetection by an individual node.

tialization wave” to be propagated to the whole network. o )
Soft states revisitedWe have used soft states extensively

in URSA design. The first benefit is that it handles dy-
7 Discussion namic membership well. The management overhead asso-

ciated with node join and leave is greatly reduced. More-
Misbehavior Detection in Mobile Ad-Hoc Networks over, it is also used to resist attacks. As discussed in Section
URSA works with other (local) misbehavior detection mech- [4.5, the proper choice df.,; can limit the possible collab-
anisms. Due to the lack of an infrastructure and a clear lineoration among misbehaving nodes, as they cannot quickly
of defense, network-oriented, global intrusion detection tech-move together and start conspired attacks. Regularly refresh-
niques are not applicable in a mobile ad-hoc environment.ing the secret shares also reduces the possibility of exposing
URSA only requires that a networking node monitor and de- such sensitive information to malicious nodes. However, fre-
tect its neighboring nodes’ misbehaviors. guent refreshing also incurs much communication overhead.
herefore, the soft states used in this paper provide possibly
exible tradeoff between security strength and communica-
on overhead.

Some recent research efforts demonstrate the feasibility an
effectiveness of a number of local detection and monitoring fi
techniques. In Watchdog@ [28], each node on the data for-
warding path turns its wireless interface into promiscuous Setting Parameter ¥ Our design so far assumes that each
mode, and monitors its downstream node’s transmission bynode has at least trusted neighbors. For simplicity, also
passively listening to the channel. If a node does not for-

ward the packet, it will be detected by its upstream node  7tne fact is that, the chance of a misbehaving node being undetected is
and classified as being misbehaving. [In|[43, 44], each nodemuch smaller than the case a well-behaving node is misdetected.
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defines the power of the attackers that our design is able to [5] L. Buttyan and J. P. Hubaux.

handle. However, in the case when< k attackers exist in

the local neighborhood, our design requires that the neigh-

borhood should have at least+ k£ nodes to ensure the func-
tioning of the URSA certification service. If the number of
attackersn > k, as long as they do not exist in the same lo-

cal neighborhood and do not conspire with one another, our
design still works. In some sense, we have to limit the scope
of collaboration among attackers to make the problem still

solvable.

8

The lack of a clear line of defense and the lack of infrastruc-
ture support pose the major challenges for access control in
a mobile ad-hoc network that is composed of autonomous
nodes. The wireless bandwidth constraint, the dynamic node
membership and/or failures, and the multihop routing unreli-
ability due to node mobility, further increase the design dif- [10]

Conclusions

ficulty. In this paper, we present URSA, a novel solution to

ubiquitous and robust access control in mobile ad-hoc net-
works. In URSA, only well-behaving nodes are granted ac-
cess to routing and packet forwarding via valid tickets issued
collectively by multiple local nodes. Our design has been [11]
motivated by the principle that the access control decision

has to be fullydistributedandlocalizedin order to operate

in a large-scale, dynamic mobile ad-hoc network. We seek
to maximize the service availability in each network locality, [12]
which is also crucial to supporting mobile users. Our expe-
riences in both implementation and simulations have shown

the effectiveness of our design.

9

Acknowledgment

7] S. Capkun, J. P. Hubaux, and L. Buttyan.

Stimulating Cooper-
ation in Self-Organizing Mobile Ad Hoc Networks.
ACM/Kluwer Mobile Networks and Application3(5),
October 2003.

R. Canetti, S. Halevi, and A. Herzberg. Maintain-
ing Authenticated Communication in the Presence of
Break-Ins.Journal of Cryptology13(1):61-105, 2000.

Mobility
Helps Security in Ad Hoc Networks. IACM MOBI-
HOC, 2003.

[8] W. R. Cheswick and S. M. BellovinkFirewalls and In-

ternet Security Addison-Wesley, 1994.

[9] D. Coppersmith. Small Solutions to Polynomial Equa-

tions, and Low Exponent RSA Vulnerabilitiedournal
of Cryptology 10(4):233-260, 1997.

P. Feldman. A Practical Scheme for Non-interactive
Verifiable Secret Sharing. 18ymposium on Founda-
tions of Computer Science (FOCS)ages 427-437,
1987.

Y. Frankel and Y. Desmedt. Parallel Reliable Threshold
Multi-signature. Technical Report TR-92-04-02, Dept.
of EECS, University of Wisconsin-Milwaukee, 1992,

Y. Frankel, P. Gemmell, P. MacKenzie, and M. Yung.
Optimal Resilience Proactive Public-Key Cryptosys-
tems. InSymposium on Foundations of Computer Sci-
ence (FOCS)pages 384-393, 1997.

Y. Frankel, P. Gemmell, P. MacKenzie, and M. Yung.
Proactive RSA. ICRYPTQ pages 440-454, 1997.

We greatly appreciate all the constructive comments by our[14] R. Gennaro, S. Jarecki, H. Krawczyk, and T. Rabin.
shepard, Dr. Klara Nahrstedt and the reviewers.

References

[1]

2]

3]

[4] J. Broch, D. A. Maltz, D. B. Johnson, Y.-C. Hu, and [18]

G. Appenzeller, M. Roussopoulos, and M. Baker. User-
friendly Access Control for Public Network Ports. In
IEEE INFOCOM 1999.

S. Basagni, K. Herrin, E. Rosti, and D. Bruschi. Secure
Pebblenets. IACM MOBIHOG pages 156-163, 2001.

N. Borisov, |. Goldberg, and D. Wagner. Intercepting [17]

Mobile Communications: The Insecurity of 802.11. In
ACM MOBICOM 2001.

J. Jetcheva. A Performance Comparison of Multi-Hop
Wireless Ad Hoc Network Routing Protocols. ACM
MOBICOM, pages 85-97, 1998.

15

Robust and Efficient Sharing of RSA Functions. In
CRYPTQpages 157-172, 1996.

B. Gleeson, A. Lin, J. Heinanen, G. Armitage, and
A. Malis. A Framework for IP Based Virtual Pri-
vate Networks. http://www.ietf.org/rfc/

rfc2764.txt , 2000.

L. Gong. Increasing Availability and Security of an Au-
thentication Servicd EEE Journal of Selected Areas on
Communicationsl1(5), 1993.

P. Gupta and P. R. Kumar. The Capacity of Wireless
Networks. IEEE Transactions on Information Theory
IT-46(2):388-404, 2000.

A. Herzberg, S. Jarecki, H. Krawczyk, and M. Yung.
Proactive Secret Sharing or: How to Cope with Per-
petual Leakage. extended abstract, IBM T.J. Watson
Research Center, November 1995.


http://www.ietf.org/rfc/rfc2764.txt
http://www.ietf.org/rfc/rfc2764.txt

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

P. Honeyman. Workstation  Authorization. [33] A. Perrig, R. Canetti, D. Tygar, and D. Song. The
http://www.citi.umich.edu/u/honey/ TESLA Broadcast Authentication Protoc®SA Cryp-
talks/insite/ , 1997. toBytes 5(2):2-13, 2002.
Y.-C. Hu, D. B. Johnson, and A. Perrig. Secure Efficient [34] RSA Security Inc. PKCS #1 - RSA Cryptogra-
Distance Vector Routing in Mobile Wireless Ad Hoc phy Standardhttp://www.rsasecurity.com/
Networks. InFourth IEEE Workshop on Mobile Com- rsalabs/pkcs/pkcs-1/
uting Systems and Applications (WMCSA,@)02. i, . . :
puting sy PP ( A [35] K. Sanzgiri, B. Dahill, B. N. Levine, C. Shields, and
Y.-C. Hu, A. Perrig, and D. B. Johnson. Ariadne: A E. Belding-Royer. A Secure Routing Protocol for Ad
Secure On-demand Routing Protocol for Ad Hoc Net- Hoc Networks. In10th International Conference on
works. InACM MOBICOM 2002. Network Protocols (ICNP’02)2002.
Y.-C. Hu, A. Perrig, and D. B. Johnson. Packet Leashes:[36] A. Shamir. How to Share a Secréommunications of
A Defense against Wormhole Attacks in Wireless Ad the ACM 22(11):612-613, 1979.
Hoc Networks. INEEE INFOCOM 2003. [37] V. Shoup. Practical Threshold Signatures. HARO-
IEEE Computer Society. Wireless LAN Medium Ac- CRYPT2000.
CESS Control (MAC) and Physical Layer (PHY) specifi- [38] D. L. Wasley. Authenticating Aperiodic Con-
cations. IEEE standard 802.11, 1997. nections to the Campus Network. |http:
D. B. Johnson and D. A. Maltz. Dynamic Source Rout- /iwww.ucop.edu/irc/wp/wp_Reports/
ing in Ad Hoc Wireless Networks. In T. Imielinski wpr005/wpr005_Wasley.html | 1996.
and H. Korth, editorsiMobile Computingvolume 353, [39] T. Wu, M. Malkin, and D. Boneh. Building Intru-
pages 153-181. Kluwer Academic Publishers, 1996. sion Tolerant Applications. IEighth USENIX Security
P. Kyasanur and N. H. Vaidya. Detection and Han- Symposium (Security ‘9ages 79-91, 1999.
diing of MAC Layer Misbehavior in Wireless Net- [40] H. Yang, X. Meng, and S. Lu. Self-Organized Network
works. Technical report, University of lllinois, August Layer Security in Mobile Ad Hoc Networks. IRirst
2002. ACM Workshop on Wireless Security (WiS$)02.
J. Li, C. Blake, D. D. Couto, H. I. Lee, and R. Mor- [41] J. Yoon, M. Liu, and B. Noble. Random Waypoint Con-
ris. Capacity of Ad Hoc Wireless Networks. AKCM sidered Harmful. INEEE INFOCOM 2003.
MOBICOM, pages 61-69, 2001.
[42] M. G. Zapata and N. Asokan. Securing Ad hoc Routing
H. Luo and S. Lu. Ubiquitous and Robust Authenti- Protocols. IrFirst ACM Workshop on Wireless Security
cation Services for Ad Hoc Wireless Networks. Tech- (WiSe) 2002.
nical Report TR-200030, Dept. of Computer Science, _ R
UCLA, 2000. [43] Y. Zhang and W. Lee. Intrusion detection in wireless
ad-hoc networks. IACM MOBICOM 2000.
S. Marti, T. Giuli, K. Lai, and M. Baker. Mitigating )
Routing Misbehavior in Mobile Ad Hoc Networks. In  [44] Y. Zhang, W. Lee, and Y.-A. Huang. Intrusion Detec-
ACM MOBICOM 2000. tion Techniques for Mobile Wireless Networké&\CM
Mobile Networks and Applications (MONET) Jourpal
E. A. Napjus. NetBar - Carnegie Mellon's So- 2002.
lution to Authenticated Access for Mobile Ma- i
chines. http://www.net.cmu.edu/docs/ [45] L. Zhou and Z. J. H.aas. Securing Ad Hoc Networks.
arch/netbar. htmi IEEE Network 13(6):24—-30, 1999.
: — — 46] L. Zhou, F. B. Schneider, and R. van Renesse. COCA:
-2 (The Network Simulator)ttp://www.isi. [ F.B.S , 8 :
ZZu/rfsnaem/r?s\;vor MUator iD= TWWW. 15! A Secure Distributed On-line Certification Authority.
ACM Transactions on Computer Syster6(4):329—
P. Papadimitratos and Z. Haas. Secure Routing for Mo- 368, November 2002.

bile Ad Hoc Networks. InSCS Communication Net-
works and Distributed Systems Modeling and Simula-
tion Conference (CNDS 2002002.

[47] P. Zimmermann.The Official PGP User’s GuideThe
MIT Press, 1995.

R. Perlman. An Overview of PKI Trust Model$EEE
Network 13(6):38-43, 1999.

16


http://www.citi.umich.edu/u/honey/talks/insite/
http://www.citi.umich.edu/u/honey/talks/insite/
http://www.net.cmu.edu/docs/arch/netbar.html
http://www.net.cmu.edu/docs/arch/netbar.html
http://www.isi.edu/nsnam/ns/
http://www.isi.edu/nsnam/ns/
http://www.rsasecurity.com/rsalabs/pkcs/pkcs-1/
http://www.rsasecurity.com/rsalabs/pkcs/pkcs-1/
http://www.ucop.edu/irc/wp/wp_Reports/wpr005/wpr005_Wasley.html
http://www.ucop.edu/irc/wp/wp_Reports/wpr005/wpr005_Wasley.html
http://www.ucop.edu/irc/wp/wp_Reports/wpr005/wpr005_Wasley.html

	Introduction
	Related Work
	System Models
	Network Model
	Localized Group Trust Model
	Attack Model

	URSA Design
	Overview
	Ticket
	Ticket Services via Local Collaboration
	Ticket Renewal
	Mobility Impact
	Ticket Revocation

	Self-organized Bootstrapping
	Resisting Attacks
	Soft States to Improve Robustness

	Implementation
	Cryptographic Implementation
	Ticket Renewal
	Self-initialization and Share Update

	Protocol Implementation

	Performance Evaluation
	Computation Cost
	Communication Performance
	Ticket services
	Scalability and Communication Overhead
	Resilience to Attacks
	Self-initialization and share update


	Discussion
	Conclusions
	Acknowledgment

