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Abstract— The limited number of orthogonal channels and
the autonomous installations of hotspots and home wireless
networks often leave neighboring 802.11 basic service sets
(BSS’s) operating on the same or overlapping channels, therefore
interfering with each other. However, the 802.11 MAC does
not work well in resolving inter-BSS interferences due to the
well-known hidden/exposed receiver problem, which has been
haunting in the research community for more than a decade.
In this paper we propose SELECT, an effective and efficient
self-learning collision avoidance strategy to address the open
hidden/exposed receiver problem in wireless networks. SELECT
is based on the observation that carrier sense with received signal
strength (RSS) measurements at the sender and the receiver
are strongly correlated. A SELECT-enabled sender exploits such
correlation using automated on-line learning algorithm, and
makes informed judgment of the channel availability at the in-
tended receiver. SELECT achieves collision avoidance at packet-
level time granularity, involves zero communication overhead,
requires no hardware support beyond what is available in off-
the-shelf 802.11 devices, and easily integrates with the 802.11
DCF. Our evaluation in both analysis and simulations show that
SELECT addresses the hidden/exposed receiver problem well. In
typical hidden/exposed receiver scenarios SELECT improves the
throughput by up to 140% and channel access success ratio by up
to 302%, while almost completely eliminating contention-induced
data packet drops.

I. INTRODUCTION

802.110 wireless LANs usually rely on careful channel as-
signment to avoid the interferences between neighboring basic
service sets (BSS’s). However, because there is only a very
limited number of orthogonal channels (e.g., 3 for 802.11b/g
and 12 for 802.11a in US) and because the interference range
of an 802.11 transceiver is often long compared with the
communication range, the clients and access point of a BSS are
often interfered by the clients and access points in neighboring
BSS’s operating on the same or overlapping channels. This
problem is further aggravated by the widespread, autonomous
installations of 802.11 home networks and hotspots. Recently
published data on metropolitan area 802.11 coverage [1], [2]
show that more than 40% of the access points are operating on
channel 6. In Boston, a maximum number of 85 access points
were detected in interference range [2], [3], which leads to
at least 28 access points directly interfering with each other
given that more than 90% access points are 802.11b/g. In April
2005, a wardriving survey of one of the authors’ residential
subdivision, where 87 single houses are located, showed that

1We abuse “802.11” to denote the IEEE 802.11 family.
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Fig. 1. Hidden/exposed terminal problem in 802.11 networks. Sender G and
receiver D are exposed in A’s on-going transmission, while sender M and
receiver F are hidden from A’s transmission.

an average number of 5.6 access points per house are detected
active on channel 6.

As a result of the inter-BSS interferences, clients located
around the boundary of a BSS may suffer from the well-known
open hidden/exposed terminal problem [4], [5], [6]. We illus-
trate the problem in Figure mf. with 802.11 DCF (Distributed
Coordination Function), sender A and receiver B exchange
Request-to-Send (RTS) and Clear-to-Send (CTS) control mes-
sages to notify potential competitors and protect the following
data packet transmission. As a result, exposed sender G will
defer its transmission on reception of A’s RTS message and/or
its physical carrier sense of A—B transmission. Hidden sender
M will also defer its transmission on reception of receiver
B’s CTS messageE. Therefore, 802.11°s RTS/CTS handshake
handles the hidden/exposed sender problem well.

However, neither 802.11 DCF nor any other existing solu-
tion handles the hidden/exposed receiver problem within the
802.11’s framework of single-channel operation. In Figure [,
receiver D is exposed while receiver F is hidden from the
active sender A. They have to remain idle until receiver B
receives the data packet and sender A receives the acknowl-
edgment. However, neither sender C nor E is aware of the

2We use circle to represent the receiving/interference range in Figure [
However, we do not assume circular receiving/interference area. It can be of
any dynamic shape in reality.

SFAMA [7] proposes an elegant improvement with long dominating CTS
to handle hidden senders that miss the receiver’s CTS and later interfere the
data packet reception.



on-going A—B transmission. Hence C or E may initiate RTS
requests to their intended receiver D or F in the middle of
an A—B transmission. Sender C’s RTS message will collide
with the sender A’s signal at exposed receiver DA. Hidden
receiver F cannot respond to E’s RTS, because F has received
a CTS from receiver B and must remain idle until the A—B
transmission finishes - a mechanism named “virtual carrier
sense” in 802.11. After the timer for CTS expires, sender C (or
E) doubles its contention window size and engages in another
round of random backoff before it tries to send the RTS again.
Following the same reasoning the situation will be worse if
RTS/CTS are disabled and two-way DATA/ACK handshake is
employed, which is common in 802.11 WLANSs.

The consequences of the hidden/exposed receiver problem
are severe. First, after a number of retries, the sender drops
the head-of-line data packet, resulting in contention-induced
packet loss. Second, unsuccessful RTS attempts might mislead
the sender to the conclusion that the intended receiver is
unavailable or the channel quality at the receiver side is low.
In the former case a false link breakage is triggered, resulting
in routing instability. In the latter case the sender reduces
the data rate which aggravates the channel contention. Third,
unsuccessful RTS attempts inflate the sender’s 802.11 con-
tention window quickly according to the exponential backoff
algorithm and causes unfair channel access. Fourth, repeated
RTS attempts prevent the sender’s neighbors from transmit-
ting, lowering the shared channel utilization. Finally, if the
hidden/exposed receiver problem happens in wireless LANSs,
it will persist until the clients move and the contention relation
changes.

Although the general hidden/exposed terminal problem has
attracted a lot of attention for more than a decade, the vast ma-
jority of existing work has been devoted to the hidden/exposed
sender problem onlyﬁ. While many research efforts have been
invested in mitigating the effects of hidden/exposed receiver
(see Section [ for a comprehensive review), the problem
itself remains open. The fundamental challenge lies in the
lack of effective and efficient mechanisms to exchange channel
availability information between the sender and the receiver, at
packet level time granularity, before a channel access attempt
is made.

In this paper we propose SELECT, a self-learning collision
avoidance mechanism, to address hidden/exposed receiver
problem in wireless networks. SELECT is based on the
observation that carrier sense with received signal strength
(RSS) measurements at the sender and the receiver are strongly
correlated. This correlation, once established, could be used
to provide the sender with information regarding the receiver’s
channel status and vice versa. Once a hidden/exposed receiver
is detected the sender can employ appropriate mechanisms to
eliminate the negative impacts.

We first use real-radio measurement data to demonstrate
the correlation between sender and receiver carrier sense RSS

4Unless the signal from sender C is sufficiently strong to capture.
SExcept for BAPU [8] using dual-channel collision avoidance.

in a multihop wireless network, which serve as our motiva-
tion for this work (Section ). We then describe SELECT
which exploits such correlation and directly characterizes the
relationship between a sender’s RSS and its channel access
success ratios. Practical issues such as computation constraint,
storage constraint, RSS measurement noise, temporal dynam-
ics of wireless signal propagation and closed-loop system
ossification are also addressed through careful SELECT design
(Section I¥). We then analyze SELECT-enhanced 802.11
DCF in Section M and evaluate the performance in Section
M through intensive simulations in terms of throughput,
channel access success ratio, packet losses and fairness. Our
results show that in typical hidden/exposed receiver scenarios
SELECT significantly increases throughput by up to 140%
and channel access success ratio by up to 302%. It almost
completely eliminates contention-induced packet drops. We
finally conclude with future work in Section [VTll

SELECT is a sender-side only collision avoidance mech-
anism. It addresses hidden/exposed receiver problem at the
packet-level time granularity and involves zero communica-
tion overhead. It does not rely on special hardware support
(e.g., multiple channel communication capability as proposed
in BAPU [8]). Instead, SELECT only uses instantaneous
RSS measurement, a standardized sensory function built-in in
most wireless transceivers for carrier sense (e.g., off-the-shelf
802.11 wireless devices). Furthermore, SELECT does not rest
on any analytical model of wireless signal propagation, which
is affected by many factors and very difficult to analytically
appraise [9], [10]. Finally, SELECT complies with 802.11’s
PHY and MAC specifications and is completely compatible
with other non-SELECT 802.11 devices. Only small non-
disruptive enhancements to collision avoidance are required
to incorporate SELECT into 802.11 DCF, as we will further
elaborate in Section [V

Il. RELATED WORK

Medium access control can be either contention based or
schedule based. Contention based schemes are usually pre-
ferred in data networks because they achieve higher statistical
gain, are easier to implement, and are robust to synchroniza-
tion errors. Collisions have to be resolved in contention based
medium access control. Different from widely adopted colli-
sion detection in wired network (e.g., IEEE 802.3 Ethernet),
collision avoidance is usually adopted for wireless medium
access control since it simplifies the wireless transceiver.

IEEE 802.11 [11] medium access control, predominantly
Distributed Coordination Function DCF, is probably the most
popular CSMA/CA MAC. 802.11 was designed for infrastruc-
ture mode, where nodes in a Basic Service Set (cell) can be
at most two hops away from each other and communicate
only with the centralized access point. 802.11 DCF handles
hidden/exposed senders well but does not address the hid-
den/exposed receiver problem, since the latter usually does not
exist in a network operating in infrastructure mode. However,
as shown in [4], [5], [6] the hidden/exposed receiver problem
manifests itself in multihop 802.11 networks with nodes



distributed three or more hops from each other. MACAW [12]
and FAMA [7] are early proposals on CSMA/CA wireless
MAC. They handle hidden/exposed sender problem even better
than 802.11, but leave the hidden/exposed receiver problem
open.

BAPU [8] addresses the hidden/exposed receiver problem,
but it requires two channels and uses a dedicated control
channel for signaling. Recently several multi-channel varia-
tions of 802.11 medium access control are also proposed, e.g.,
SSCH [13] and MMAC [14], but their goal is to increase
network capacity, not to handle hidden/exposed receiver. The
design of single-transceiver multiple channel involves ex-
tra latency for channel synchronization and requires time-
synchronization hardware [13], or introduces significant mod-
ification on 802.11 [14]. Furthermore, multiple unlicensed
802.11 channels are not always available, as the cases in Japan
and India [15]. SELECT addresses the hidden/exposed receiver
problem using only one single shared channel. In fact, it does
not even involve any communication overhead.

Another interesting option is to use receiver-initiated colli-
sion avoidance [16], [17]. It solves the literal hidden/exposed
“receiver” problem, since the receiver initiates channel access.
However, the hidden/exposed sender problem emerges since
a hidden/exposed sender may not be able to respond to the
receiver’s poll. SELECT keeps the existing collision avoidance
mechanisms that are mature in dealing with hidden/exposed
sender, and designs additional mechanism to handle hid-
den/exposed receiver.

Optimal MAC carrier sense threshold has been studied to
maximize the channel reuse [18], [19]. These analysis, how-
ever, do not help address hidden/exposed receiver problem.
Furthermore, as we will show in Section [II=Q, simply compar-
ing RSS with a single “adaptive” carrier sense threshold loses a
lot of information about the relationship between RSS and the
success ratio of channel access, leading to either conservative
channel reuse or collisions due to hidden/exposed receivers.

Recent measurements [10] using existing 802.11 devices
showed that signal-to-interference-noise ratio (SINR), mea-
sured as an average over many packets, may not be a good
predictive tool for the successful delivery of a packet. It seems
to be contradictory to our approach at the first glance. Note
that we do not use SINR of a packet transmission to predict
whether the packet will be successfully received. Instead, we
seek to correlate the RSS, measured before a sender transmits
a packet, with the packet delivery success ratio. In spirit our
approach is in line with the physical carrier sense defined as a
mandatory mechanism in the 802.11 standard (as well as other
CSMA-based MAC designs), which has been implemented in
all 802.11 interfaces and proven useful.

I1l. MOTIVATION

SELECT is grounded on the observation that the correlation
between sender-side and receiver-side carrier sense RSS can
be exploited for collision avoidance. In this section, we use
measurement data from our multihop wireless testbed to verify

the correlation and motivate two design options for further
examination in the next section.

A. Testbed setup

We choose Crosshow MICA2 sensor motes with ChipCon
model CC1000 [20] single-chip RF transceivers to form our
wireless network testbed. Each MICA2 mote is equipped
with an 8-bit 4MHz microcontroller running a microthread
operating system, called TinyOS [21], from its internal flash
memory. The memory size available at each node is limited:
128KB of program memory and 4KB of data memory. In our
testbed CC1000 radio works in the 433MHz frequency band,
and achieves a maximum data rate of 19.2kbps. Depending on
the power setting the communication range varies from 1 to
20 meters in our lab.

The primary reason we use MICA2 motes in our experi-
ments is the programmability of its CC1000 radio. The TinyOS
radio stack for CC1000 transceiver is open-source, and allows
byte-level transmission/reception control. Therefore, we can
implement our SELECT collision avoidance (as an ongoing
work), and test their performances. Off-the-shelf 802.11 de-
vices do not expose the interface for carrier sense. They
usually have collision avoidance built in the firmware, and
the source codes are proprietary. Although CC1000 is far
different from 802.11 PHY specifications, their core functions
for the implementation of 802.11’s DCF MAC protocol are
similar (e.g., single-channel asynchronous communication and
carrier sense with RSS). Besides, the computation and storage
constraints of the MICA2 platform are comparable to the
constraints (e.g., memory and computation constraints) when
implementing SELECT in 802.11 devices in the future.

B. Sender/receiver RSS correlation

Every mote in our testbed runs a stripped version of 802.11
DCF, derived from [22], with RTS-CTS-DATA-ACK, physical
and virtual carrier sense, and random backoff. Physical carrier
sense is implemented as a sampling of the ADC port. The
ADC reads the received signal from CC1000’s analog pin and
converts it into a 10-bit voltage reading. The voltage reading
can be further mapped into RSS in dBm according to [20].
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Fig. 2. Mote D is an exposed terminal.

We first study a simple 3-hop topology with 4 motes, as
shown in Figure 2l All 4 motes are placed 0.5 meter above the
floor. Under the specific power setting mote A and B cannot
communicate beyond 4.6 meters. We configure mote A to
transmit 65-byte packets as fast as the channel allows, and log
the RSS at motes C and D as fast as possible over a 5-second
interval. Note that mote D is potentially an exposed receiver
if mote C initiates transmission request. Our purpose in this
experiment is to construct a scenario of exposed receiver,
similar to the one shown in Figure [l and study the relationship
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Fig. 3. RSS at mote C and D while A is transmitting to B

between the RSS at a potential sender (C) and the RSS at an
exposed receiver (D).

Figure B(a) shows the RSS samples over a 1-second period.
The calculated correlation coefficient between these two se-
quences of RSS samples is as high as 0.878. We also show
the QQ-plot of these samples over the a 5-second interval in
Figure B(b). From the QQ-plot, we can see an excellent fit
of the straight line, indicating that the two sequences of RSS
samples at motes C and D comply with the same distribution.
Similar results are also obtained in the scenario of hidden
receiver, as we reverse the flow direction (i.e., B—A).

These results are not surprising. Although the wireless
signal attenuates quickly as it travels in the air, the hid-
den/exposed receivers and their senders must locate within an
area that is close enough to an on-going transmission. Note
that this area could be of any shape and could change over time
due to multipath fading. Although the on-going transmission
(e.g., A—B or B—A) may not be strong enough to be decoded
at all nodes in the area (e.g, node C), it is strong enough to
dominate their RSS’s in the presence of environmental noises
and other interferences caused by transmissions further away.
Therefore the RSS measurements in the interference area will
exhibit strong correlations, reflecting their receptions of the
wireless signals from the same sources of interferences.

C. RSS v.s. success ratio

To facilitate our discussions of the SELECT design in the
next section, we perform another experiment with 8 MICA2
motes placed in the topology shown in Figure Bl We configure
four transmissions: A—B, C—D, E—F, and G—H, where
senders transmit 65-byte packets as fast as the channel allows.
Note that receiver B is an exposed receiver when C—D is
active, and a hidden receiver when G—H is active. Trans-
mission E—F serves as additional interferences. We log the
carrier sense RSS at sender A before it initiates channel access
(with RTS), and the success (reception of CTS) or failure (CTS
timeout) of the attempt. We define the success ratio as the
number of CTS messages received by a sender over the total
number of RTS attempts. Figure Bl shows the RSS (aggregated
over 0.5dBm intervals) versus the success ratio at mote A
during a measurement time period of 75 seconds. We show
the stability of such a mapping at two specific RSS readings
during an experiment that lasted for 2000 seconds in Figure
The variation of the success ratio is below 20% with a
sampling interval of 50 seconds. This results holds as long

as the interference signal dominates the RSS measurements,
which is true in the cases of hidden/exposed terminals.
Figure B and @l clearly reveal the impacts of hidden/exposed
receiver on the success ratio of the sender’s channel access.
First, a carrier sense with low RSS at the sender (A) does
not necessarily mean the channel is available at the receiver
(B). In fact, all RSS’s in Figure B are below the default
carrier sense threshold, but the success ratio of RTS attempts
can be as low as 14.3% when sender A’s RSS is around -
93.68dBm, a scenario when the intended receiver B is likely
hidden/exposed. Second, the relationship between the sender’s
RSS and the corresponding channel access success ratio is not
monotonic. If a sender only contends for the channel when its
RSS is lower than a carrier sense threshold, then depending
on the threshold setting, the sender will either suffer from
serious channel access failure even though the RSS is relatively
low (-93.68dBm), or lose the opportunity to successfully grab
the channel when the carrier sense RSS is relatively large (-
91.37dBm) but the success ratio is actually high. Finally, the
mapping between the RSS and the channel access success ratio
can help to significantly improve the channel access success
ratio, if a sender deliberately chooses not to contend when the
current RSS and past history suggest a low success probability.

IV. SELF-LEARNING COLLISION AVOIDANCE

The analysis of the experiment data presented in the above
section also shed light on potential solutions. Intuitively one
could leverage the strong correlation between the sender’s
RSS and the receiver’s RSS, as shown in section and
have the sender estimate the RSS and channel availability at
the receiver. We did not take this approach, however, for the
following two reasons. First, establishing the RSS correlation
requires the receiver to feedback its RSS in a timely manner.
This feedback will inevitably involve some signaling between
the sender and the receiver, which complicates the MAC and/or
PHY layers. Second, estimating receiver’s RSS only detects an
exposed receiver. The RSS at a hidden receiver could actually
be low.

A receiver fails to respond to a sender’s RTS for two
reasons. At an exposed receiver the RTS collides with an on-
going transmission, while at a hidden receiver the channel
is already reserved by the CTS of the on-going transmission.
The consequences of these two scenarios are the same from the
sender’s perspective, and it does not have to differentiate these
two. Therefore, exact estimate of receiver’s RSS is neither
sufficient (when the receiver is hidden) nor necessary (since
the sender only needs to know that the RSS at the receiver
is low enough). Instead, the sender can directly establish the
mapping between its RSS and the success ratio of its channel
access attempts, as suggested in section [II=Q and Figure
Since the RTS success is signified by the reception of the
CTS while the RTS failure is signified by the CTS timeout,
no additional signaling between the sender and the receiver is
necessary.

In the rest of this section we first present the details of
maintaining the mapping between the RSS and the channel
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Fig. 4. Mote B is a hidden/exposed receiver Fig. 5.

access success ratio (section IV-Al and IV=B). We then study
the appropriate integration of SELECT collision avoidance
with 802.11 DCF (section IV=0).

A. RSS-SR mapping maintenance

Hidden/exposed receivers complicate the relationship be-
tween the sender’s RSS and the channel access success ratio.
This complexity and the requirement for adaptability invalidate
our first thought of representing the mapping (e.g., Figure B) in
analytical forms (e.g., least squares fitting with a high-degree
polynomial). Given the fact that most 802.11 NICs have at
least 128KB SRAM embedded, we choose to maintain the
histogram directly, trading-off a relatively small storage (in
hundreds of bytes) for lower design complexity and computa-
tion overhead.

Specifically, we divide the range of the RSS,
[RSS™in CSthred] into N intervals [RSS™m" RSSMaer]
(i=1,---,N), where RSS™™" is set to the estimated noise
level or measured minimum RSS (e.g., -100dBm in section
[MI=0) and CS*"? is the default carrier sense threshold.
We consider RSS < CS*"ed only since no channel access
attempt will be made if the channel is not even available at
the sender. We divide intervals evenly for efficient lookup. For
each RSS interval I; three state variables are maintained: the
number of successful channel access attempts .S;, the number
of failed channel access attempts F;, and the timestamp
Ti“”d as the last time S; and F; are updated. Essentially the
histogram is maintained as a simple one-dimensional array
with N elements of I, =< SZ-,FZ-,T;“’d > tuples. The size
of the array NV can be based on the available memory. Since
close RSS measurements are aggregated and represented by
a single entry I;, it also helps suppress RSS measurement
errors. We use N = 300 in our simulations.

Figure [[ shows the pseudo-codes for a sender to update the
mapping when a new channel access attempt is made and the
success/failure is determined. For the mapping to adapt to the
current operating environment, outdated records have to be
removed. Therefore, both S; and F; have to be constrained as
the number of successful/failed channel access attempts within
a recent time window T,,;,. Note that the proper setting of
T.in depends on the dynamics of the environments, such as
the traffic pattern, network topology, and signal propagation.
If we denote the new record as < rss,sf > where sf =1
when the channel access attempt succeeds and sf = 0 when

RSS (dBm)

RSS v.s. RTS success ratio at mote A
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Fig. 6. RSS v.s. RTS success ratio over time

/I Input - rss: carrier sense RSS
I - sf: 1 if succeed, O if fail, —1 if no new record
Upd_RSS_SR(rss, sf)
1. i=[(rss — RSS™") [Iuiam|; Il Locate element I;
Il Lyiaen, = (CSThred — RSSMINY /N
2. a=1—(t—T"%/Tym; Il Adaptive aging factor
3. if (a < 0) then oo = 0;
I'if (t — T""* > T,,) clear S; and F;
4. if (sf ==1)
then S = 1, F = 0; // channel access succeeds
else if (sf == 0)
then S =0, F = 1; // channel access fails
else S=0,F = 0; /I no new record
5. S;=a-S;+S;/l Update # of successful attempts
6. F,=a«-F;+ F; /I Update # of failed attempts
7. T =t /I Update timestamp

Fig. 7. A sender update the mapping with new record {rss,sf}. O(1)
computation overhead

the channel access attempt fails, the standard approximation to
the windowed sum is to apply an aging factor o on S; and F;
periodically: S; = aS; + S and F; = oF; + F', where S = sf
and F' =~ S. The update period is set t0 Tperioa < Twin
and o = 1 — Tperiod/Twin. HOwever, senders obtain records
aperiodically. Moreover, updating all N .S;’s and F;’s leads to
O(N) per-update overhead. We address these two problems
by adapting the aging factor o based on the time from last
update 777%:
1— t—=T""

u d
o = Tw;ﬂn
0

The above results can be derived by simulating a periodic
update process with infinitely small period. With the dynamic
aging factor the mapping will only be updated on-demand
after the sender obtains a new record or before the sender
queries the mapping for the channel access success ratio (see
section V-B). Per-update complexity is also reduced to O(1)
to guarantee quick return. The cost we pay is the maintenance
of the per-entry timestamp Ti“”d of the last update, another
tradeoff of storage for complexity.

if t — T/ < Tin
Otherwise

B. RSS-SR mapping lookup

With the RSS-SR mapping maintained, a sender could query
the mapping to obtain the historical success ratio of channel



access attempts under certain carrier sense RSS. Figure
shows the pseudo-codes. When a lookup request is received the
mapping is firstly updated to remove outdated records (those
records that fall out of the T.,;, window). We then locate the
newly updated interval I; corresponding to the given RSS, and
examine if there are enough records established. The historical
success ratio is returned if the total number of success and
failures is above certain threshold. Otherwise a 100% success
ratio is returned. The reason is that by default an RSS smaller
than the carrier sense threshold C'S*""¢4 is interpreted as idle
channel unless there are enough negative results to overturn
this conclusion.

/I 'Input - rss:  carrier sense RSS
/I Output: historical channel access success ratio
RSS_SR_L ookUp(rss)
1. if (rss > CSthred) return 0%;
/I Channel is busy at sender
2. Upd_RSS_SR(rss, —1); // Remove outdated records
3. i=|(rss — RSS™™) /Lyian]; Il Locate element I;
Il Lyiaen = (CSTred — RSS™In) /N
4. if (S; + F; > Min_Num_Rec) then // Enough records
return S;/(S; + F;); /Il Success ratio
/I No enough records
return 100%; // Channel is idle by default

else

Fig. 8. A sender queries for historical success ratio of channel access under
certain rss. O(1) computation overhead

Applying a sliding time window on the histogram to remove
out-dated records is critical for the system adaptability. In
open-loop, a MAC module outputs records of successes and
failures to drive the SELECT module to generate an accurate
RSS-SR mapping. When the loop is closed, however, the MAC
module will generally avoid attempting to access the channel
under those RSS’s classified by SELECT as signs of low
channel access success ratio. Therefore, no further records will
be obtained once an RSS interval is mapped to low channel
access success ratio, and the closed-loop system stagnates at
those RSS intervals regardless of potential operating scenario
changes. By limiting the valid records within a recent time
window and removing the impact of old records, the closed-
loop system can gradually “recover” so that the MAC module
will gradually start to try channel access under those RSS’s
that are previously believed to lead to failures.

C. Integration with 802.11 DCF

We have instantiated two interfaces in SELECT for in-
teractions with medium access control: Upd_RSS_SR and
RSS_SR_LookUp. It is straightforward for the use of the
first interface: once a MAC module accesses the channel and
the result is determined, it calls Upd_RSS_SR to update the
RSS-SR mapping. In this section, we study in the specific
context of 802.11 DCF how a sender can take advantage of
better estimation of channel access success ratio provided by
RSS_SR LookUp. Before we discuss design options we first
briefly review the current collision avoidance in 802.11 DCF.

Backoff
™ Expired

RTS‘---

‘—‘ Time
Backoff
esumed

Fig. 9.

802.11 DCF collision avoidance

As shown in Figure @ an 802.11 DCF sender with a data
packet to transmit first monitors the channel for a time period
called DIFS: DCF interframe space. If the channel is idle
for DIFS without interruption the sender chooses a random
number R uniformly from the interval (0, CTW), and starts a
backoff timer that expires after (R - aSlotTime). CW is the
current contention window size, and aSlotT'ime is one slot
time, a constant defined by the 802.11 PHY layer [11]. The
backoff timer will be paused when the channel becomes busy,
and will be resumed after the channel has been idle for DIFS
without interruption. The sender will contend for the wireless
channel (with RTS) when the backoff timer expires. If the
channel access attempt fails (CTS timeout), the sender doubles
its backoff time window CW (a.k.a. exponential backoff),
waits for another DIFS, and starts another round of random
backoff.

One way to incorporate SELECT into the above pro-
cess of collision avoidance is to measure the RSS and call
RSS_SR_LookUp after the backoff timer expires and before
the sender sends out the RTS (with four-way handshake) or the
DATA (with two-way handshake). If RSS_SR LookUp returns
a high success ratio, say above 50%, the sender proceeds to
contend for channel. Otherwise the sender skips the RTS, and
executes the 802.11 DCF protocol as if the channel access
had failed (doubling CW, waiting for DIFS, and starting a
new round of random backoff). This way, it saves the sender
the transmission of the RTS and the timeout for the CTS. It
also solves the problem of false blocking, as the neighbors of
the sender will not have to remain idle and wait for a data
transmission that actually does not exist.

However, our simulation results show that above approach
only improves the performance marginally (~10%). The rea-
son is that above approach does not correct the flaws in
applying 802.11 DCF collision avoidance to resolve con-
tentions from other BSS’s. The exponential random backoff
was designed to de-synchronize the channel access among
multiple senders within interference range of each other.
Collisions happen only as a result of two or more senders
choosing the same random number, suggesting that the current
contention window is not large enough. Therefore doubling
the contention window size on collision is appropriate to
accommodate the increased tension among competing senders.
This mechanism works fine in a single BSS. However, in case
of hidden/exposed receiver due to interferences from other
BSS’s, the collisions may result from the sender’s lack of
information on channel status at the intended receiver, not the
increasing number of competing senders. Doubling contention
window size in these scenarios is inappropriate and only



causes unfair channel access or even starved flows.

SELECT’s RSS_SR LookUp can help the sender eliminate
collisions due to the lack of information regarding receiver’s
channel status. Specifically, by querying RSS_SR_LookUp a
sender can suspend its backoff timer whenever its current
RSS suggests low channel access success ratio, and resume
the backoff timer whenever its RSS stays at those levels
suggesting high channel access success ratio for DIFS without
interruption. By the time the backoff timer expires the channel
must be available at both the sender and receiver, with high
probabilityﬂ. Collisions can only be caused by two senders
picking up the same random backoff, in which case the original
exponential backoff algorithm fits in perfectly.

By suspending the backoff timer whenever the channel
access success ratio is low, the definition of “Channel Busy”,
as shown in Figure [ is extended to representing busy channel
at either the sender or the receiver. The channel is now
considered “Busy” if either sender’s channel is unavailable
(due to physical or virtual carrier sense failure) or the channel
at receiver is unlikely to be available (signified by low channel
access success ratio). With this simple extension of “Channel
Busy” the original state flow (Figure @) still applies. Therefore
the change to the 802.11 state machine is minimal since no
new state is introduced.

V. MODELING AND ANALYSIS

In this section, we develop two analytical models. One
describes the throughput of 802.11 DCF MAC that is vul-
nerable to the hidden/exposed receiver problem, and the other
describes the throughput of SELECT-enhanced 802.11 DCF.

A. Assumptions

We first enumerate the following two assumptions behind
our models. (1) We assume that the channel availability
at the receiver is only affected by other interfering data
transmissions, not by noises, fading, and other wireless dy-
namics. Therefore receiver side channel unavailability period
(i.e., interference period), I,., follows the distribution of one
successful transmission time, T,... We denote the probability
of hidden/exposed receiver problem as P,, i.e., the probability
that when the channel is available at sender but not available at
the receiver. (2) Following the convention of existing 802.11
DCF analysis, we assume the future behavior at each sender
is independent of the past. Thus, all the idle periods, idie;,
consisting of consecutive idle slots between two consecutive
collisions or before a successful transmission, are independent
of each other. Furthermore, all collisions and successful trans-
missions are independent of each other. We use 802.11b DCF
parameters in our evaluation, as specified in Table [

B. Throughput models

In this section, we first analyze how the hidden/exposed
receiver problem affects the throughput in 802.11 DCF-based
wireless networks, and then describe to what extent the
throughput in the networks can be enhanced with SELECT.

8Considering the sliding window mechanism introduced in section [NZBl for
closed-loop system adaptability.

TABLE |
|IEEE 802.118 DCF PARAMETERS

Basic Bit Rate 1 Mbps MAC data header | 224 hits
Channel Bit Rate | 11 Mbps ACK size 112 hits
Slot Time (Ts0t) | 20 psec RTS size 160 bits

SIFS 10 psec CTSsize 112 bits
DIFS 50 usec
CWnin 32 Phy preamble 144 hits
CWnas 1024 Phy header 48 bits

Extended transmission time;,

Expected transmission time

Sender collision Receiver collision Sender collision Receiver collisionlsucces:

Fig. 10. Transmission time affected by interference

1) 802.11 DCF throughput with interference at receiver:
Figure [0 illustrates the time to successfully transmit one
data frame and how interferences at the receiver extends the
transmission time. We use the following notations for our
analysis:

e 1;n 1S the normalized throughput with interference at the
receiver;

o Tj, is the transmission time taken to successfully transmit
one data frame with interference at receiver;

o m is the payload size of 802.11 DCF MAC data frame;

e Nt is the number of collisions due to interferences at
sender;

e Nr is the number of collisions due to interferences at
receiver;

« idle; is the sequence of consecutive idle slots before i-th
collisions;

o iddlegycc IS the sequence of consecutive idle slots just prior
to the successful frame transmission;

« I, is the interference period at receiver;

o T.ou, IS i-th collision period;

o T.ucc 1S the successful frame transmission time;

o M is the number of sender’s neighboring nodes that cause
collisions at sender;

o 7 is the transmission probability at sender;

The network throughput, p,, with the interferences at a
hidden/exposed receiver can be formulated as:

m

)

where 77 is the average payload length and T, is the average
transmission time.

According to Figure [I0, T3, is constructed in the following
way;

Nr Nt
Tin = Z {Z [Zdlez * Tslot + Tcolli] + IT'}+idles’ucc*Tslot+Tsucc-
k=0 (i=0



The expectation of T3, is therefore E(T;,) =

Nr Nt
E |:Z {Z [idlei * Tgrot + Tcolli] + IT'} +idlesuce * Tsiot + Tsuce
k=0 \i=0

Based on independence assumptions the expected transmission
time is simplified as:

E[Tin] =E[Nr] * (E[Nt] - Elidle] * Tsior + E[Nt] - E[Teou] + E[I,])

+ E[zdle] * Ts10t + E[Tsucc]

In the rest of this subsection we determine all terms in above
expression.

(i) Since the probabilities for collision and successful trans-
mission are:

1-(1-7M -M.-7(1—-7)M-1

PCO d l
i —(1—M and (1)
M-7(1—7)M-1
Psucc = ) 2
1-(1-7)M )
E[Nt] is
. 1-(1-7)M
E[Nt] :ZZ'PCOZI'PSMCC = MT(l_T)(Mfl) -1 Q)
i=0

(ii) Since the probabilities for a slot to be idle or busy are:

Pae = (1-7)" and 4)
Pbusy = 1- (1 - 7_)1W7 (5)
Elidle] is
; o~ i Q-nM
Elidle] = ;Z “Piate - Pousy = m (6)

(iii) Since the collision at the receiver side is caused by
interfering data transmissions, F[Nr| can be determined as
E[Nr] =Yg Pl ==

= 1-p,
(iv)

where EIFS = SIFS + ACK + DIFS.

E[T.ou) = RTS+ EIFS @

(V) E[Tsuce) = RTS+CTS+m+ACK~+3+«SIFS+DIFS

)

(vi) Since we assume that I,. follows the same distribution
as that of successful transmission time, Tscc:

E[Ir] = E[Tsucc] . (9)

2) SELECT-enhanced 802.11 throughput with interference
at the receiver: Figure [T depicts the transmission time it
takes to successfully transmit one data frame when we adopt
SELECT (see Section [V=C) to address the interferences at the
receiver. We add the following two notations for our analysis.

e i IS the normalized throughput when the interference
at the receiver is addressed with SELECT,;

o T, is the time to successfully transmit one MAC frame
with SELECT.

transmission time Zia

Sender collision

Sender collision
e idle Ee———xxg idle

successful

N Channel busy Channel busy -
delay delay

Transmission time

Fig. 11.

Similarly, the network throughput p;, = == where m is the

average payload length and T, is the average transmission
time. Based on Figure [T T}, can be formulated as:

Nt
Ti = Z [delayi + Tcolli] + delaysucc + Tsucc-

=0
Since a SELECT sender recognizes the channel availability at
the intended receiver, the idle (backoff) period at the sender
is expanded to include the duration when the channel is
unavailable at the receiver. Therefore idle; in the previous
analysis is changed to delay;:

idlei
delayi = Z [(1 - Pr) * Tslot + P’I" * (Tslot + Ir)] 5
7=0
idlesyce
delaysucc = [(1 - Pr) * Tslot + Pr * (Tslot + Ir)] .
k=0
Since
Nt
E[Tm] =F Z [delayz + Tcolli] + delaysucc + Tsucc 5
1=0
and FEldelay] = Elidle] * (Tgot+ P--E[l;]) and

Eldelaysuce) = Eldelay], E[T;,] can be determined as

E|T;y) =(E[Nt] 4+ 1) - (E[idle] * (Tsiot + Pr - E[I]))
+ E[Nt] . E[Tcoll] + E[Tsucc]-

We can determine the terms in above expression in a similar
way to Section =Bl Specifically, (i) E[Nt] is determined as
in Eq. @) with P,g. and Py, in Eqs @)-@); (ii) Elidle] is
defined as in Eq. @) with P,g. and Py, in Eqs @-@); (iii)
E[T,ou) is defined in Eq. @), and E[Tsycc] is in Eq. @); (iv)
E[I,] is in Eq. @);

3) Derivation of interference probability, P.: The proba-
bility of the channel unavailability at receiver, P,., depends on
interfering transmissions. Note that for simplicity, we assume
that only successful transmissions in the neighborhood of the
receiver interfere with the transmission at the sender. We again
add the following notations for our derivation.

« m, is the payload size of the interfering transmissions at
the receiver’s neighborhood, assumed to be equal to m;



« T, is the transmission time taken to successfully transmit
one frame at the receiver’s neighborhood,;

o Ntr, Teot;r, Tsuce,r are defined at the receiver, corre-
sponding to Nt, Teou;, Tsuce at the sender;

o N is the number of neighboring nodes at the receiver.

Let N be the number of neighboring nodes in the proximity
of the receiver. The expected P, can be P, = where m,
is the average payload size and T, is the average transmission
time at the receiver. Based on Figure [[0 or [T without receiver

collisions, T;. can be formulated as follows:

Nt,

TT = Z [Zdlez * Tslot + Tcolli,r] + Z.dlesucc * Tslot + Tsucc,r-
1=0

Similar to previous analysis, the expectation of 7. is:

Nt
E[Tr] =F Z [Zdlez * Tsiot + Tcolli,r'] + idlesuce * Tsior + Tsucc,r

=0

Based on the independence assumption:

E[T,] =E[Nt,] - Elidle] * Tsot + E[Nt,] - E[Teon ]
+ Elidle] * Tsiot + E[Tsuce,r)

The terms in the above expression are determined as follows;
(i) Since collision and successful transmission probabilities
can be decided the same way as in Egs. (@)-@) where 7, (the
transmission probability at the receiver) and N (the number
of neighboring nodes at the receiver side) are used instead of
7 and M, E[Nt,] is therefore:

o i 1-(1- TT)N
EINt,] = i+ Pl Poucer = 3 A—my~o L
i=0 " "

(ii) Given idle and busy probabilities for each slot in Egs. (@)
and @):

. = i (1—m)"
Elidle] = i+ Pl - Pousyr = T—a=m)~
=0 "

(iii) E[Tcou,r) and E[Tgycc,r] are determined by Eq. ([@).
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4) Transmission probability, 7 (7,-): The transmission prob-
ability, = (or 7,.), is the probability with which each node
attempts to transmit, and its computation basically follows
[23]. 7 is simply 1/(E[B] + 1), where E[B] is the average
backoff window size, and E[B] = (E[CW] — 1)/2, where
E[CW] is the average contention window size.

In order to determine E[C'W], we employ the iterative algo-
rithm coarsely described in [23], which produces a sequence
of {E[CW™],n=0,1,2,...}. The sequence is converged
to E[CW], such that |[E[CW ®)] — E[CW (~D]| < ¢ where ¢
is given. At each iteration, we firstly determine the collision
probability, p(l) in what follows, since the contention window

coll

size is subject to collision probability:
pg?lz =1-(1 (10)

where M is the number of nodes. With the collision prob-
ability, we compute contention window size E[CW )] by
using Lemma 4 in [23], and then we can compute 7(") =
2/(E[CW®] + 1). Finally, we decide 7 when the iterative
algorithm terminates, which is incorporated into the analytical
models in Section

(i=1)\M-1
_pcloll ) )

C. Analytical results

We present our analysis results in Figure [[2 and the impact
of SELECT prediction errors in Figure Figure [[2 depicts
the throughput versus the total number of neighboring nodes,
M (N), at the the sender (receiver) with the RTS/CTS enabled.
The data packet size is set to 1000B. To simplify the presen-
tation we compute the channel unavailability probability, P,.,
under the assumption that the numbers of competing neighbors
are the same at the sender and receiver: M = N and m = m,..

We first verify the accuracy of our modeling in scenarios
where no interference at receiver is introduced. We compare
the total throughput of our model with the output of ns-2
simulations under different number of senders (i.e., different
levels of contentions), marked as “802.11 w/o IF model” and
“802.11 w/o IF simulation” in Figure respectively. Note
that the throughput of our model is within 2% of that in ns-2
simulated throughput.

We then show the throughput generated by 802.11 DCF
model and SELECT-enhanced 802.11 DCF model (as derived
above). From Figure [ we can clearly see that SELECT



consistently improve the throughput up to 72%, and the
improvement increases as the number of interfering nodes
increases. The reasons are as follows. In the presence of
hidden/exposed receiver problem, 802.11 DCF encounters ad-
ditional collisions at receiver and incurs more collisions before
a data packet can be transmitted. In addition, as the number
of collisions increases, a sender’s contention window size
stays large, which causes long idle backoff periods. SELECT-
enhanced 802.11 DCF reduces the chances of collisions by
taking into account potential interferences at receiver. It saves
collisions and controls the contention window size at a lower
level to keep the unproductive idle backoff period short.

We finally study the impact of SELECT prediction errors
on the throughput in Figure In the analysis we set a 50%
error ratio for SELECT’s estimate of the channel availability
at receiver. In another word, half of the time the estimate for
receiver’s channel availability or unavailability is wrong. As
shown in the figure the throughput gain decreases gracefully
compared with what a perfect SELECT could achieve, but is
still up to 37% higher than the original 802.11 DCF. This result
suggests that under heavy interferences due to hidden/exposed
receiver 802.11 DCF’s clear channel assessment (CCA) per-
forms even worse than a random guess.

V1. PERFORMANCE EVALUATION

We implement SELECT in ns-2 simulator version 2.28.
For the current ns-2 802.11 implementation, nodes receive
packets only when the RSS from the sender is greater than
the receiving threshold, and the impact of any signal with
RSS less than the carrier sense threshold is completely ignored
- no matter how many those signals are. This is obviously
an over-simplification of the reality. We replace this part of
802.11 functions with the ones developed in [24], so that all
signals from the simulation are taken into account at receiver,
and the combined signal to interference-noise (SINR) ratio
is used to determine if an incoming signal can interfere or be
received/captured. We use Two-Ray Ground radio propagation
model, and the transmitting power is set so that the commu-
nication range is 115m, and the carrier sense threshold is set
so that the default interference range is 200m. We use 2Mbps
basic rate and 11Mbps data rate based on IEEE 802.11b. Each
simulation runs for 45 seconds unless otherwise stated.

In all our SELECT simulations presented in this section we
set RSS™" = —100dBm, consistent with our measurements
shown in Figure B and B and CS**"¢? equal to the default
carrier sense threshold. We require at least 10 samples in the
current time window to make a success ratio prediction (the
default is 100% for RSS’s below the carrier sense threshold).
We also add -100dBm additive white Gaussian noise to all RSS
measurements, and set the sliding time window to 2 seconds.
Manual static routing is used in the simulation scenario with
CBR/UDRP traffic.

We use three metrics to evaluate the performance. Success
ratio is the total number of successful data messages received
over the total number of RTS transmitted. Data packet drops
denotes the total number of DATA packet drops at MAC layer

due to contention, normalized over the simulation duration.
Both success ratio and number of packet drops per second
can be viewed as metrics for the effectiveness of the collision
avoidance. Finally throughput at transport layer serves as the
metric for protocol efficiency and fairness in channel sharing.

Client| Client Client| Client
@ @

| AP | AP |

_Bsst. - BSSL.

(a) Exposed receiver problem (b) Hidden receiver problem
Fig. 14. Hidden/exposed receiver problem in 802.11 WLANSs.

A. Hidden/exposed receiver problem

We first study the well-known exposed receiver problem as
shown in Figure [[Z(a) where sender 0 and 2 are outside the
interference range. Client 3 is an exposed receiver since it
is placed in the communication/interference range of client
0, which is associated with another access point (node 1)
in a neighboring BSS. Notice that in this configuration flow
0—1 will always succeed in the channel contention because its
receiver (client 1) is not interfered by flow 2—3. We therefore
vary the offered load (CBR/UDP rate) of flow 0—1, while
keeping flow 2—3 always backlogged (with a 4Mbps CBR)
to see how effectively SELECT can avoid collisions for flow
2—3 and keep the channel utilization high.

Figure show the number of packet drops due to
contention, the throughput gain for flow 2—3 compared
with 802.11, channel access success ratio, and throughput
respectively, when the exposed receiver (client 3) is out of
the communication range of the interfering sender (client 0).
Since sender 0 cannot receive receiver 3’s CTS message,
RTS/CTS handshake will not help flow 2—3 avoid collision
but increase the overhead. We therefore use two-way hand-
shake (i.e., without RTS/CTS) in 802.11 (as well as SELECT)
for the best throughput. As we can see from these figures
SELECT significantly reduces the number of packet drops
due to contention by as much as 81.8% and increases the
channel access success more than three-folds when flow 0—1
overloads the channel (with an offered load of 3.4Mbps). As a
result, SELECT improves exposed receiver’s throughput (flow
2—3) by as high as 140% (Figure [I8), while increases the
channel utilization from 69.8% to 86.1% (Figure [I8).

We then move the exposed receiver 3 closer to sender 0 so
that they are within communication range. That is, the domi-
nating sender O will be able to yield to the exposed receiver
(node 3) if its CTS is received. We therefore enable four-way
handshake (i.e., with RTS/CTS) for 802.11 (and SELECT).
The results are presented in Figure Again SELECT
consistently out-performs 802.11 in terms of reduced packet
drop, increased channel access success ratio, and improved
throughput. Moreover, with the help of RTS/CTS, it achieves
almost optimal channel utilization as shown in Figure
Notice that as shown in Figure 20 and 22 SELECT achieves
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the highest throughput gain for the exposed receiver when the
throughputs of the two flows are close (i.e., when the offered
load of flow 0—1 is around half the channel capacity) and the
contention between these two flows is the maximum.
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Fig. 24. Normalized throughputs (x: w/ RTS/CTS A: w/o RTS/CTS)

Finally we study the hidden receiver problem in Figure
IZ(b). Again sender 1 and 2 are outside the interference range
from each other, and one of the receiver 0 and 3 will be

the hidden receiver when the other one is actively receiving.
Note that in this scenario the topology is symmetric, and
802.11 DCF is able to achieve long-term fairness among those
two competing flows. While SELECT continues to reduce the
number of contention-induced packet drops by more than three
folds (we omit the results due to lack of space), our simu-
lations show that SELECT significantly improves the short-
term fairness, as defined in [25]. In our simulations we keep
both flows backlogged with 4Mbps CBR/UDP. The normalized
throughputs of both flows in consecutive 0.4 second intervals
for 802.11 and SELECT are shown in Figure It is clear
that SELECT helps solve the short-term unfairness problem
because both flows intelligently predict when the channel is
busy and behave socially to avoid unnecessary collisions.

B. Large random topologies

We finally study the performance of SELECT in large
random 802.11b/g WLAN topologies. We study a 5x5 hexagon
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BSS layout in a two-dimension space. The size of each
hexagon BSS is set to the communication range. We emulate
the automatic channel assignment strategy as implemented in
most 802.11 access points. That is, we randomly go through
all BSS’s one by one, and assign one of the 3 non-overlapping
channels that is least used in the BSS’s six neighboring BSS’s.
We then randomly place a total number of 50 clients in
the network resulting in an average of 2 clients per BSS.
Each client associates with its nearest access points on the
channel that is assigned to the BSS. The client also establish
a CBR/UDP connection with its access point with the flow
direction randomly determined.

We found out that automatic channel assignment always
results in two or more neighboring BSS’s on the same channel,
consistent with the published measurement data [2], [1]. With
an average of 2 clients per BSS, 60% of our simulated topolo-
gies suffer from hidden/exposed terminal problem. Figure
and show the numbers of packet drops and throughputs
for those hidden/exposed terminals in 24 random topologies.
In summary SELECT reduces the number of packet drops
by 59.8% (mean) with a standard deviation of 27% (Figure
23, and improves the throughputs of those hidden/exposed
terminals by 42.6% (mean) with a standard deviation of 56.4%.

VI1lI. CONCLUSION

Collision avoidance in wireless networks is complex and the
correct perception of the channel availability is affected by a
large number of factors. Many factors are dynamic in either
temporal or spatial domains or both, and very difficult to model
analytically or appraise at packet-level fine time granularity.
Yet effective collision avoidance is a basic requirement for
a wireless network. In this paper we propose SELECT, an
effective and efficient self-learning collision avoidance to
tackle the long-haunting hidden/exposed receiver problem. The
SELECT design principle lies on the general observation that
wireless system is complex and dynamic. White-box design
methods based on analytical modeling or explicit, detailed
reasoning are cumbersome and expensive. Instead, treating
the entire system as a black box and directly reacting to the
observable input-output could greatly reduce the complexity
of the design and implementation, while achieving substantial

performance gain. It is our belief that this methodology could
be applied to other open challenging problems in wireless
networking.
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